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An IETF View of IANA 
By Thomas Narten

The Internet Engineering Task Force (IETF) currently outsources its supporting functions:  
Request for Comments (RFC) publication, secretarial support, and the registration and  

publication of Internet Protocol Parameters. !e IETF protocol parameters function, widely known 
within the IETF as the Internet Assigned Numbers Authority (IANA), the RFC Editor, and IETF 
Secretariat all perform functions that are critical to the operation of the IETF.

From the Editor’s Desk
By Mat Ford

The 88th meeting of the Internet Engineering Task Force was hosted by Huawei in Vancouver, 
Canada, a very popular location for IETF meetings over the years.

Our cover article in this issue is “An IETF View of IANA,” and explains the relationships among 
the IETF, IANA, and ICANN, and how they all work together. We also have articles about the  
proceedings of the GeoNet and IGOVUPDATE BoF meetings, plus the BoF meetings that are 
covered in our regular IETF Ornithology column.

We celebrate the most recent winner of the Applied Networking Research Prize in “Cloud Storage 
Dissected: A View Inside Dropbox,” and document the Internet Society panel event that debated the 
question of what success looks like for IPv6 deployment. 

As usual, you’ll "nd our regular columns from the IETF, IAB, and IRTF chairs, as well as 
coverage of hot topics discussed during the plenary meetings. For more details of the Internet Area 
of the IETF in particular, a Working Group summary report is available at http://wiki.tools.ietf.org/
area/int/trac/wiki/IETF88.

We are hugely grateful to all of our contributors. Please send comments and suggestions for con-
tributions to iet#ournal@isoc.org. You can subscribe to hardcopy or email editions at  https://www.
internetsociety.org/publications/ietf-journal/ietf-journal-subscription.  
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0HVVDJH�IURP�WKH�,(7)�&KDLU
By Jari Arkko

The year 2013 was very active for the Internet Engineering Task Force (IETF). 
Much of what we worked on during the year is having a signi"cant impact  

on the evolution of Internet technology, including surveillance revelations, the  
revision of hypertext transfer protocol (HTTP) and transport layer security  
(TLS), new browser-based voice over Internet protocol (VoIP) and video platforms, 
and software-de"ned networking. Our discussions also covered diversifying the 
IETF, the role of the Area Directors and the IESG, and participation in Internet 
governance discussions.

Pervasive monitoring was perhaps the biggest worldwide Internet topic this year. Our role at the IETF 
dictates that we not involve ourselves in the politics of such activities, but that we strive to understand what 
threats exist in the Internet. At our Vancouver meeting we addressed these issues as we would any other  
vulnerability or threat in the Internet—we considered them as threats to defend against. 

While communications security alone is not a solution to pervasive monitoring, there are improvements  
in technology that could reduce opportunities for wholesale data collection. As part of the IETF’s ongoing 
commitment to confronting security vulnerabilities and improving the security of the Internet, we are  
actively working on some of these improvements (e.g., protocol updates, applications, better use of TLS) and 
have created the Using TLS for Applications (UTA) working group to drive this work. 

As I speak with people around the world about this topic, it becomes clear how very highly appreciated our 
work on improving the security against pervasive monitoring is. Of course, a lot of hard work remains. We will 
continue to place our attention on this topic, in our working group lists, interim meetings, at the London IETF 
meeting, at the IAB workshop (see Words from the IAB Chair on the facing page for more information about 
this event), and so on.

TLS and HTTP protocols are cornerstones of the Web protocol stack, and their revisions (TLS 1.3 and 
HTTP 2.0) make them more secure and faster to use—important improvements in light of the pervasive  
monitoring discussion.

Outside of the security concerns, we have been working with the W3C, other developers, and the WebRTC 
on a plugin-free mechanism that allows browsers to make voice and video calls—this is an exciting and much 
needed functionality that’s drawn so much attention that some of the technical choices (e.g., video codec  
selection) have sparked intense debate. 

Software-de"ned networking (SDN) and network virtualisation also have been hot topics in the industry. 
IETF e$orts on these topics include the I2RS, SFC, FORCES, NVO3, and SPRING working groups and the 
SDN research group. Expect to see even more activity in this space in 2014.

7KH�PLVVLRQ�RI�WKH�,QWHUQHW�(QJLQHHULQJ�7DVN�)RUFH�LV�WR�PDNH�WKH�,QWHUQHW�ZRUN�EHWWHU�E\�SURGXFLQJ�KLJK�TXDOLW\�DQG�UHOHYDQW�
WHFKQLFDO�GRFXPHQWV�WKDW�LQIOXHQFH�WKH�ZD\�SHRSOH�GHVLJQ��XVH��DQG�PDQDJH�WKH�,QWHUQHW��6HH�KWWS���ZZZ�LHWI�RUJ�

Recent IESG Document and Protocol Actions

$�IXOO�OLVW�RI�UHFHQW�,(6*�'RFXPHQW�DQG�
3URWRFRO�$FWLRQV�FDQ�EH�IRXQG�DW� 

KWWSV���GDWDWUDFNHU�LHWI�RUJ�LHVJ�DQQ�QHZ�

3HUYDVLYH�PRQLWRULQJ�ZDV�SHUKDSV�WKH�ELJJHVW�ZRUOGZLGH�,QWHUQHW�WRSLF�WKLV�\HDU��

-DUL�$UNNR��,(7)�&KDLU

&RQWLQXHG�RQ�SDJH��
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:RUGV�IURP�WKH�,$%�&KDLU
By Russ Housley

This is my second contribution to !e IETF Journal as chair of the Internet  
Architecture Board (IAB). It comes at a very eventful time. !e news 

about pervasive surveillance of the Internet by several collaborating governments  
dominated the discussion at IETF 88 in Vancouver, and it has dominated mail list 
discussion since the meeting.

!e Technical Plenary at IETF 88 was held in a very full room—I can’t recall 
a better-attended plenary session. Presentations focused on reports of large-scale  
Internet tra%c monitoring, summary of previous policy debates in the IETF, and potential actions 
that could be taken by the IETF. We’re all aware that targeted interception takes place, but the scope 
and scale disclosed in recent news reports surprised the community. !e threat is quite di$erent than  
previously understood, and the community is considering a variety of responses. From my position in 
the front of the room, it was clear that the community considers pervasive surveillance an attack, and 
the community will adjust its threat model to consider countermeasures to pervasive surveillance when  
developing future speci"cations and updating old ones. Many felt that speci"cations should include  
encryption—even without authentication—where practical.

Two Statements

!e IAB, alongside the Internet Society, the Institute of Electrical and Electronics Engineers (IEEE), and the 
World Wide Web Consortium (W3C), a%rmed the OpenStand principles for the development of global, open 
standards:

While the OpenStand principles cannot ensure that all parti- 
cipants are acting in good faith, following the principles is the best way  
we know to decrease the risk that any participant can inappropriately  
manipulate the standards development process. We believe organizations  
that operate according to the OpenStand principles create the most robust  
basis for trustworthy standards in all "elds of technology, including security and 
privacy.1

A second statement has become known as the “Montevideo Statement.” !e IAB chair and leaders of nine 
other Internet organizations signed a statement regarding the Internet Assigned Numbers Authority (IANA) 
that is consistent with RFC 6220 and previous IAB statements.2

5XVV�+RXVOH\��,$%�&KDLU

7KH�,QWHUQHW�$UFKLWHFWXUH�%RDUG�LV�FKDUWHUHG�ERWK�DV�D�FRPPLWWHH�RI�WKH�,(7)�DQG�DV�DQ�DGYLVRU\�ERG\�RI�WKH�,QWHUQHW�
6RFLHW\��,WV�UHVSRQVLELOLWLHV�LQFOXGH�DUFKLWHFWXUDO�RYHUVLJKW�RI�,(7)�DFWLYLWLHV��,QWHUQHW�6WDQGDUGV�3URFHVV�RYHUVLJKW�DQG�
DSSHDO��DQG�WKH�DSSRLQWPHQW�RI�WKH�5)&�(GLWRU��6HH�KWWS���ZZZ�LDE�RUJ�

&RQWLQXHG�RQ�SDJH��

)URP�P\�SRVLWLRQ�LQ�WKH�IURQW�RI�WKH�URRP��LW�ZDV�FOHDU�WKDW�WKH�FRPPXQLW\�FRQVLGHUV�
SHUYDVLYH�VXUYHLOODQFH�DQ�DWWDFN��DQG�WKH�FRPPXQLW\�ZLOO�DGMXVW�LWV�WKUHDW�PRGHO�
WR�FRQVLGHU�FRXQWHUPHDVXUHV�WR�SHUYDVLYH�VXUYHLOODQFH�ZKHQ�GHYHORSLQJ�IXWXUH�
VSHFL¿FDWLRQV�DQG�XSGDWLQJ�ROG�RQHV�
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0HVVDJH�IURP�WKH�,(7)�&KDLU��FRQWLQXHG�

Internet governance discussions in 
2013 occurred in both existing and new 
forums and were largely fueled by sur-
veillance discussions. !is will continue 
in 2014. Our role at the IETF is to be a 
part of the growing Internet community 
who cares that the Internet can continue 
to be managed in appropriate ways,  
consistent with its long evolution.

We have often discussed the central 
role of the Internet Engineering 
Steering Group (IESG) in the IETF, 
but the problems in "nding a candidate 
to ful"ll the position of the transport 
area director (AD) last spring drove 
the point home. Our organisation is too 
centralised, which in turn puts a high 
load on the ADs and disempowers the 
working groups. To alleviate this issue, 
so far we’ve implemented early direc-
torate reviews and invited document 
shepherds on IESG calls. I believe this 
isn’t nearly enough, but it’s a start. More 
e$ort in this direction will come. 

None of the aforementioned accom-
plishments would be possible without 
a strong and growing organisation. To 
that end, we’re improving inclusiveness 
at all levels: in March 2013, we started 
a conversation around improving the  
diversity of IETF participants and lead-
ership, and ensuring that all voices are 
heard. I’m proud of the programmes 
and initiatives that we have that make  
diverse participation easier, including  
the Internet Society policy and Fellow  
programmes, the mentoring programme,  
our antiharassment policy, the update  
of the IETF code of conduct, and the  
decision to hold a meeting in South  
America. !e discussion itself may be  
the most important result, as it will 
remind all of us how important this 
issue is and enable us to actively take 
these considerations into account. Know 
that our work on this front to date is just 
the "rst step, and part of the kind of 
long-term process that helped the IETF 
evolve into the respected international 
organisation it is today. 

:RUGV�IURP�WKH�,$%�&KDLU��FRQWLQXHG�

,$1$�LV�PRUH�SURSHUO\�WKRXJKW�
RI�DV�D�VHW�RI�IXQFWLRQV�
FRYHULQJ�WKH�RSHUDWLRQ�DQG�
PDQDJHPHQW�RI�D�QXPEHU�RI�
NH\�,QWHUQHW�UHJLVWULHV�����0XFK�
OLNH�D�UHJLVWHU�RI�GHHGV��,$1$�
HQVXUHV�WKDW�UHJLVWUDWLRQV�
DUH�PDGH�RQO\�YLD�DXWKRUL]HG�
SURFHGXUHV��DUH�GRFXPHQWHG�
FOHDUO\��H�J���SXUSRVH��FRQWDFW�
LQIRUPDWLRQ��HWF����DQG�KDYH�
IROORZHG�DSSURSULDWH�SROLFLHV�

$Q�,(7)�9LHZ�RI�,$1$��FRQWLQXHG�

+LJKOLJKWV�VLQFH�,(7)���

!e IAB appointed Russ Mundy to 
the Internet Corporation for Assign-
ed Names and Numbers (ICANN) 
NomCom for 2014. Many thanks to 
Ole Jacobsen for his contributions to the 
ICANN NomCom over the last two 
years.

!e IAB published RFC 6950 on  
“Architectural Considerations on Appli- 
cation Features in the DNS.”3

!e IAB sent comments4 to the US 
National Institute of Standards and 
Technology (NIST) supporting the 
reopening of the comment period on 
NIST SP 800-90A and recommending 
changes to the review process for cyber-
security and cryptographic standards to 
enhance transparency and openness.

8SFRPLQJ�,$%�:RUNVKRS

!e IAB and W3C are hosting a 
workshop entitled, “Strengthening the 
Internet Against Pervasive Monitoring 
(STRINT)”5 on 28 February 2014. !e 
workshop will take place in London 
with support from the European Union 
FP7 Strategic Research Roadmap for 
European Web Security (EU FP7 
STREWS) programme.6 Participants 
are required to submit short position 
papers or Internet-Drafts.  

5HIHUHQFHV��

��� KWWS���RSHQ�VWDQG�RUJ�VWDWHPHQW�IURP�
RSHQVWDQG�RQ�WKH�VWUHQJWKV�RI�WKH�
RSHQVWDQG�SULQFLSOHV��

��� KWWS���ZZZ�LDE�RUJ�GRFXPHQWV�FRUUH�
VSRQGHQFH�UHSRUWV�GRFXPHQWV��������
PRQWHYLGHR�VWDWHPHQW�RQ�WKH�IXWXUH�RI�
LQWHUQHW�FRRSHUDWLRQ�

��� KWWS���ZZZ�UIF�HGLWRU�RUJ�UIF�UIF�����W[W�

��� KWWS���ZZZ�LDE�RUJ�ZS�FRQWHQW�,$%�
XSORDGV���������,$%�1,67�),1$/�SGI

��� KWWSV���ZZZ�Z��RUJ������VWULQW�

��� KWWS���ZZZ�VWUHZV�HX�

  

!is article describes the protocol  
parameters function as administered 
by IANA from the perspective of the 
IETF community: how the IETF uses 
IANA services and how a smoothly 
running protocol parameters registry 
service is critical to the IETF’s day-to-
day functioning. It also indicates where 
IANA "ts in the larger Internet gov-
ernance arena and how its discussions 
can impact the IETF.

%DFNJURXQG

!e IETF community has long thought 
of IANA as an entity that exists by itself. 
In fact, IANA is more properly thought 
of as a set of functions covering the  
operation and management of a number 
of key Internet registries, which are 
places for o%cially recording values and 
ensuring that they are assigned properly 
and uniquely. Much like a register of 
deeds, IANA ensures that registrations 
are made only via authorized pro-
cedures, are documented clearly (e.g., 
purpose, contact information, etc.), and 
have followed appropriate policies.
At the highest level, IANA coordinates 
three classes of registries: domain 
names, number resources (e.g., IP  
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addresses), and protocol assignments. 
It is important to note that there are 
(at least) two di$erent views of who 
and what IANA is. To the IETF 
community, IANA is thought of 
mostly within the context of protocol  
assignments. !is is not surprising, 
because for most IETFers, the only  
interaction they have with IANA  
involves protocol assignments. To the 
larger Internet community, the term 
IANA generally refers to all three 
functions, or possibly just domain 
names, since there has been so much 
new and highly visible activity in the 
domain name arena in the last decade.
!e IANA functions are operated by 
the Internet Corporation for Assigned 
Names and Numbers (ICANN) under 
a no-cost contract with the U.S. Gov-
ernment. While ICANN has played a 
very prominent role in domain names, 
almost all protocol assignment dis-
cussions have been between the IETF 
and the IANA part of ICANN, outside 
of the ICANN spotlight.

7KH�1HHG�IRU�3URWRFRO�3DUDPHWHU�
5HJLVWULHV

Using protocol constants is basic to 
all protocols. For example, browsers 
access Web pages via the hypertext 
transfer protocol (HTTP) protocol. 
Packets carrying HTTP contain such 
protocol "elds as the transmission 
control protocol (TCP) port numbers 
and Internet protocol (IP) addresses 
that identify the client and the HTTP 
server, protocol-type "elds that show 
the packet carries IP (whether IPv4 &RQWLQXHG�RQ�QH[W�SDJH�

$OWKRXJK�'+&3�LV�DQ�³ROG´�
SURWRFRO��LW�GDWHV�EDFN�WR�WKH�
HDUO\�����V���LW�FRQWLQXHV�
WR�HYROYH�DQG�QHZ�RSWLRQV�
FRQWLQXH�WR�EH�GH¿QHG��+HQFH��
LW�GHPRQVWUDWHV�WKH�LPSRUWDQFH�
RI�SURWRFRO�SDUDPHWHU�
UHJLVWULHV�

7KH�,(7)�KDV�ORQJ�WKRXJKW�RI�,$1$�DV�DQ�HQWLW\�WKDW�H[LVWV�
E\�LWVHOI��,Q�IDFW��,$1$�LV�PRUH�SURSHUO\�WKRXJKW�RI�DV�D�VHW�RI�
IXQFWLRQV��RSHUDWHG�E\�WKH�,QWHUQHW�&RUSRUDWLRQ�IRU�$VVLJQHG�
1DPHV�DQG�1XPEHUV��,&$11��XQGHU�D�QR�FRVW�FRQWUDFW�ZLWK� 
WKH�8�6��*RYHUQPHQW�

or IPv6) and TCP (as opposed to user  
datagram protocol or UDP), etc. Many 
of these protocol "elds have associated  
registries.
Individual protocols use their own  
registries. TCP, for example, has a 
registry for recording well-known port 
numbers. Registering port numbers 
makes it possible for all software to  
understand that HTTP servers can 

usually be found on servers at TCP port 
80, whereas secure Internet message 
access protocol (IMAP) servers are 
found at port 993.
Most standards organizations make 
use of protocol registries, since they are  
so intimately tied to protocols. !e  
Institute of Electrical and Electronics 
Engineers (IEEE), for instance, operates 
a registration authority for recording  
organizationally unique identi"ers 
(OUIs) used in ethernet addresses.1 
While the IETF could operate its own 
protocol parameters registry, it uses 
a separate organization—the IANA 

function operated by ICANN—for this 
purpose. 

([DPSOH�3URWRFRO�8VDJH

Dynamic host con"guration protocol 
(DHCP) (RFC 2131 Dynamic Host 
Con"guration Protocol) is a core IETF 
protocol used almost everywhere. 
When a device connects to the Internet, 
it uses DHCP to obtain an IP address 
and other such parameters as a default 
router and domain name system (DNS) 
server. !e parameters exchanged via 
DHCP are encoded in DHCP options. 
Each option has its own assigned unique 
value, so that the option for a DNS 
server isn’t confused with the option  
denoting a default router. As with other 
IETF protocols, DHCP parameters 
are recorded in protocol parameter  
registries administered by IANA.2 
DHCP de"nes a number of individual 
registries in addition to option numbers; 
there are DHCP registries for message 
types (to distinguish di$erent kinds of 
messages), status codes (for signaling 
di$erent types of errors), etc.
Although DHCP is an “old” protocol 
(it dates back to the early 1990s), it 
continues to evolve and new options 
continue to be de"ned. Hence, it dem-
onstrates the importance of protocol 
parameter registries. When someone 
proposes a new DHCP option, they 
write it up in an Internet Draft and 
(most likely) bring it to the IETF 
DHCP Working Group (WG) for  
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7KH�,$1$�IXQFWLRQV�IRU�
PDQDJLQJ�WKH�,QWHUQHW�SURWRFRO�
SDUDPHWHU�UHJLVWULHV�KDYH�
H[LVWHG�VLQFH�WKH�GDZQ�RI�WKH�
,QWHUQHW�

$Q�,(7)�9LHZ�RI�,$1$��FRQWLQXHG�

discussion. If the proposal is accepted, 
it is re"ned in the WG and eventually 
sent to the IESG for approval and RFC 
publication.
At some point during the process, the 
proposed option needs a DHCP option 
code assigned to it. !at is where IANA 
comes in. !e IETF has de"ned a 
formal process for requesting protocol 
parameter assignments from IANA, 
a process that is intimately tied to the 
IETF standards process. In most cases, 
protocols and extensions are published 
in IETF RFCs. As a document is being 
"nalized, it goes to the IETF for Last 
Call processing and to the IESG for 
formal approval. Any requests for IANA 
actions (e.g., to request a code point  
assignment) are usually made within an 
“IANA Considerations Section” of the 
document under review. As part of the 
IETF Last Call process, IANA reviews 
the document for actions, and veri"es 
that any requests can be carried out. 
Once approved by the IESG, IANA 
carries out its actions and coordinates 
with the RFC Editor to make sure that 
any assigned option values appear in the 
published RFC.

The Details

New registries are typically created by 
protocol documents. Protocols de"ne 
the "elds in packet headers and the 
allowed values for those "elds. Some 
"elds contain enumerated types, in 
which speci"c values have well-de"ned 
meanings that will never change once 
de"ned and that all implementations 
will interpret the same way forever. For 
example, a security protocol might have 
a "eld denoting a speci"c encryption 
transform, with one value de"ned for 
Triple-DES. Once assigned, the value 
denoting the triple data encryption al-
gorithm (Triple-DES) transform would 
always have the same meaning. Later, 
a new or otherwise di$erent algorithm 
could be added (e.g., one based on the 
advanced encryption standard, or AES). 

It would be given its own distinct value. 
!at way both could be supported simul-
taneously in an interoperable manner.
Once a registry has been created, future 
additions to it can be expected. To 
properly evaluate such future requests, 
governing policies are needed to de"ne 
the criteria under which requests are 
to be granted. !e IETF de"nes these 
policies for the protocol parameter reg-
istries.
!e details of what policies make sense 
almost always depend on the speci"cs of 

review, perhaps involving consultation 
with the IETF working group re-
sponsible for maintaining the protocol 
of interest.
!e IANA functions for managing 
the Internet protocol parameter reg-
istries have existed since the dawn of 
the Internet. !e formal processes for 
creating and managing registries were 
"rst documented in 1998 in RFC 2434’s 
Guidelines for Writing an IANA Consider-
ations Section   (later obsoleted by [RFC 
5226] Guidelines for Writing an IANA 
Considerations Section in RFCs), and the 
IETF now has more than 15 years of  
operational experience in creating, using, 
and updating registries via the IANA  
Considerations Section framework.
RFC 5226 provides guidelines on how 
to create registries, how to populate 
those registries with initial values, etc. 
RFC 5226 also provides best practices 
on de"ning policies for governing future 
assignments to a registry. A number of 
prede"ned, “cookie-cutter” policies have 

$Q\�FKDQJH�WR�WKH�FXUUHQW�RYHUDOO�,$1$�IXQFWLRQV�FRXOG�SRWHQWLDOO\�
LPSDFW�WKH�SURWRFRO�SDUDPHWHUV�SRUWLRQ�RI�,$1$��6LQFH�WKH�,(7)�
GHSHQGV�RQ�LWV�VPRRWK�RSHUDWLRQ��LW�LV�FULWLFDO�WKDW�WKH�,(7)�EH�
HQJDJHG�LQ�DQ\�VXFK�GLVFXVVLRQ�

the actual protocols using the registry. 
For example, some registries have a 
limited number of possible values (e.g., 
the 4-bit IP version "eld can represent 
only 16 distinct values), so assigning  
additional values must be done  
prudently. Other registries may be  
essentially unlimited in size (e.g., long 
text strings) and can be done with much 
less review. Also, some types of reg-
istries record values that can have a big 
impact on how a protocol works (e.g., 
de"ning a new message type). Such re-
quests may warrant a more in-depth 

been de"ned that handle many of the 
common cases. For example, the policy 
of “Standards Action” indicates that an 
assignment only happens via approval of 
a Standards Track document, whereas 
“First Come, First Served” denotes reg-
istries in which assignments are given 
out with little or no review.

Bottom Line

Having the protocol parameters function 
separate from the IETF has worked 
well in practice and works well today 
with ICANN executing that function. 
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,QWHUQHW�6RFLHW\�3DQHO�([SORUHV�
0HDVXULQJ�,3Y��0RPHQWXP
By Carolyn Duffy Marsan

As more service and content providers deploy IPv6, the Internet engineering 
community is grappling with how to establish milestones and metrics to mea-

sure progress in the rollout of next-generation Internet services.
To re&ect on the headway that’s 

been made in IPv6 deployment and to 
consider what steps need to be taken 
next, the Internet Society hosted a panel 
discussion entitled “IPv6: What Does 
Success Look Like?” in conjunction 
with IETF 88.

Leslie Daigle, the Internet Society’s 
chief Internet technology o%cer, mod-
erated the panel, which included John 
Brzozowski, fellow and chief IPv6  
architect at Comcast Cable Communi- 
cations; Erik Nordmark, an Internet 
Architecture Board member and 
software developer for Arista Networks; 

stepped up to that particular challenge. 
Sixty-nine networks achieved a  
measurable amount of IPv6 tra%c—at 
least 0.1 percent—in June of 2012, and 
now that number is up to 197 networks 
in October of 2013.”

Daigle said that for these ISPs, IPv6 
is “a regular part of their business now, 

/HVOLH�'DLJOH��PRGHUDWRU�DQG�WKH�,QWHUQHW� 
6RFLHW\¶V�FKLHI�,QWHUQHW�WHFKQRORJ\�RIILFHU

and Chris Palmer, program manager for 
IPv6 at Microsoft. 

Daigle kicked o$ the discussion with 
a recap of the signi"cant progress that’s 
been made in IPv6 deployment during 
the past year. For example, Google 
reports that the percentage of its users 
accessing its sites over IPv6 doubled 
between August 2012 and November 
2013 from 1 percent to 2 percent.

“In June of 2012, we had World IPv6 
Launch, which was an opportunity 
for access providers, content providers 
and CPE vendors to step up to deploy 
IPv6,” Daigle said. “A lot of major ISPs 

Many details have been formalized,  
beginning with the Memorandum of 
Understanding Concerning the Technical 
Work of IANA [RFC 2860] and De-
"ning the Role and Function of IETF 
Protocol Parameter Registry Operators 
[RFC 6220], as well as yearly service-
level agreements (SLAs) since 2006.3 
Performance reports called for in the 
SLAs can be found at http://www.iana.
org/performance/ietf-statistics.
!e IETF and IANA worked closely 
together for years to develop the current 
system. In it, IANA performs an  
administrative function—"elding re-
quests, processing them, and publishing 
the results. Matters of policy, including 
matters requiring technical evaluation of 
a speci"c request or what policies should 
govern assignments, reside squarely 
within the IETF. !e close, day-to-
day working relationship between 
IANA and the IETF has in practice  

resulted in a shared understanding of  
the respective roles of each entity. !e 
current IETF/IANA relationship is 
strong and its maintenance will continue 
to require diligence going forward.
Where does the IETF "t into the  
Internet governance discussion? Any 
change to the current overall IANA 
functions could potentially impact the 
protocol parameters portion of IANA. 
Since the IETF depends on its smooth 
operation, it is critical that the IETF 
be engaged in any such discussion. !e 
IETF has a unique need for the protocol 
parameters function and a unique view 
of IANA, and that view needs to be  
understood by the broader community 
in any Internet governance discussions 
related to IANA. !is is particularly 
true when discussion of IANA (or 
ICANN) is really speci"c, for example, 
to DNS names, and does not apply to 
the protocol parameters function.

&RQFOXVLRQ

A properly operating protocol  
parameters function is critical to the 
IETF. !e current relationship, in 
which ICANN operates IANA, has 
worked well for a number of years and 
continues to work well today. But given 
that IANA inevitably seems to come up 
in Internet governance discussions, the 
IETF must engage in such discussions 
so that its interests are not marginalized 
and the broader community fully appre-
ciates the IETF/IANA relationship.
 

5HIHUHQFHV
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-RKQ�%U]R]RZVNL��SDQHOLVW�DQG�FKLHI�,3Y�� 
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with new subscribers getting IPv6 by 
default without user con"guration.” She 
added that the deployment of IPv6 by 
Google, Facebook, and Yahoo is driving 
most of the IPv6 tra%c. 

!e major ISPs that are deploying 
IPv6 for their users are "nding a sig-
ni"cant amount of their tra%c imme-
diately migrates from IPv4 to IPv6, 
Daigle added. “Verizon Wireless sends 
40 percent of their tra%c to Google, 
Facebook, and Yahoo over IPv6,” she 
said. “When IPv6 gets turned on, pretty 
serious things happen.”

Daigle posed a series of questions to 
the panelists about progress being made 
in IPv6 deployments. In particular, she 
wondered how the IETF community 
will know if it is progressing both in the 
right direction and quickly enough. “As 
a community, what are the metrics and 
milestones of importance?” she asked. 

Brzozowski argued that the best 
metrics are IPv6 tra%c volumes and 
the numbers of users with IPv6 access 
to the Internet. He said that Comcast 
has IPv6 deployed across 75 percent of 
its broadband network, with 25 percent 
of its customers currently using IPv6. 
He said Comcast will complete its de-
ployment of IPv6 across its broadband 
network in early 2014. 

,QWHUQHW�6RFLHW\�3DQHO�([SORUHV�0HDVXULQJ�,3Y��0RPHQWXP��FRQWLQXHG�

“By this time next year, we expect  
double the penetration,” Brzozowski 
said. “We hope to have 50 to 60 percent 
of our customers using IPv6.” 

!e biggest hurdle to IPv6  
deployment is the lack of support from 
consumer electronics vendors and 
content providers, Brzozowski said. 
“Our statistic when we light up a house 
with IPv6 is that 20 percent of the tra%c 
almost immediately happens over IPv6,” 
he said. “!at’s not bad, but that’s not 
great either.” 

Brzozowski said one milestone that 
will indicate successful deployment of 
IPv6 is when it’s possible for users to 
operate in an IPv6-only fashion. “We 
hope to announce IPv6-only trials and, 
of course, they will be opt-in,” he said. 
“We really want to go down that path so 
we can better assess what the IPv6-only 
experience is and is not.” 

Nordmark pointed out that IPv6 
is not making inroads in enterprise 
networks, which he says will hamper 
interoperability if it is a long-term 
trend. However, one possibility is that 
the Bring Your Own Device (BYOD) 
shift in corporate IT environments will 
prompt companies to adopt IPv6.

“!e trend that people want to bring 
their smart phone or tablet to work 

and have the same type of services 
when they use the Wi-Fi of the  
enterprise as they have at home means 
that there will be some pressure on the 
enterprise to adopt IPv6,” Nordmark 
said. “Also, companies are using more 
virtual networks, and for some virtual 
networks done at very large scales, IPv6 
might be a natural "t for simplicity and 
&exibility reasons.” 

A milestone that Nordmark says 
would indicate continued progress for 
IPv6 is when software developers auto-
matically support both IPv4 and IPv6. 
“Something that we can collectively 
work towards is IPv6 version agnostic 
software development, which will help 
over a very long time period,” he added. 
“But I think to get rid of IPv4 legacy 
software will take about 20 years.”

(ULN�1RUGPDUN��SDQHOLVW��,QWHUQHW�$UFKLWHFWXUH�
%RDUG��PHPEHU��DQG�VRIWZDUH�GHYHORSHU�IRU�
$ULVWD�1HWZRUNV
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Palmer pointed out that IPv6 has 
picked up momentum in three cate-
gories: in-home hardware and operating 
systems, in-home routing infrastructure, 
and network access. “In all three of 
those dimensions, there has been  
signi"cant qualitative and quantitative 
improvement and forward velocity when 
it comes to IPv6 transition. So that’s 
good news,’’ he said.

Palmer prefers a simple metric 
for measuring the success of IPv6  
deployment between now and 2020: a 
working Internet. 

$XGLHQFH�PHPEHUV�TXHXH�XS�WR�DVN�TXHVWLRQV�DQG�RIIHU�FRPPHQWV�

One concern for Daigle is that ISPs in 
North America are making great strides 
in IPv6 deployment, but that their rivals 
in Asia are lagging. 

“Asia Paci"c ran out of IPv4 addresses 
a couple of years ago,” Daigle said. 
“!ere are no network build-outs with 
IPv4, but they are not deploying IPv6. 
Instead, they are exploring vast work-
arounds of large-scale network address 
translation (NAT). Can we have a path 
for success of IPv6 if it’s not uniformly 
deployed across the globe?” 

Brzozowski admitted that the user’s 
Internet experience may vary around the 
globe, with better and faster service in 
countries where ISPs deploy native IPv6 
and slower service in countries where 
ISPs adopt NATs. 

“It will be hard for [Asia] to avoid the 
tidal wave that is IPv6 transition without 
creating some de"nition between the 
Internet here and the Internet there 
because a plethora of services work in a 
degraded or broken state there,” Palmer 
said. 

During the Q&A session, Erik Kline, 
an IPv6 software engineer with Google, 
pointed out that some Asian countries 
such as Singapore are making inroads 
in IPv6 deployment because regulators 
require ISPs to adopt it. 

“!e Singapore regulator put  
together a policy called ‘no islanding’ 
and used this to get IPv6 going,” Kline 

said. “!is has not been without issue, 
but Singapore is in the top 12 countries 
for IPv6 deployment because of that 
regulatory foresight.” 

Another audience question prompted 
a discussion among the panelists about 
whether or not it makes sense to market 
IPv6 directly to end users so they can 
ask for it from their ISPs and hardware 
vendors. Panelists disagreed about 
whether that was a good idea.

“If we waited for people to ask for 

IPv6, people’s dream of deploying it by 
2020 would be 3020,” Brzozowski said. 
“Early on, we said we must have IPv6 on 
by default.”

However, Palmer pointed out that 
IPv6 o$ers bottom-line bene"ts for 
gamers due to reduced latency. “!ere 
are a couple bene"ts of IPv6 because 
the complexity and fragility of STUN 
[Simple Traversal of UDP through 
NAT] is a real thing,” he said. “UDP is 
not universally implemented and it’s not 
implemented well. !e complications of 
STUN have a real impact on people’s 
experience.” 

Cisco Fellow Mark Townsley  
suggested that instead of marketing 
IPv6 to end users, it might be more  
appealing to market the idea of globally 
unique addresses to both end users and 
regulators. 

3DOPHU�SRLQWHG�RXW�WKDW�,3Y��
KDV�SLFNHG�XS�PRPHQWXP�
LQ�WKUHH�FDWHJRULHV��LQ�KRPH�
KDUGZDUH�DQG�RSHUDWLQJ�
V\VWHPV��LQ�KRPH�URXWLQJ�
LQIUDVWUXFWXUH��DQG�QHWZRUN�
DFFHVV��

“!e simplest thing that I would like 
to have is the Internet continue to work 
and work well for the purposes of using 
it every day, despite the fact that the 
number of devices is going to increase 
by 30 times between now and 2020,” 
Palmer said. “We need to be ready.” 

When discussing speci"c metrics 
of IPv6 progress, Brzozowski said  
Comcast will reach an important 
milestone when its Internet-facing 
tra%c is 51 percent running on IPv6. 
Nordmark would like to see corpo-
rations running VPNs over an IPv6 
backbone. Palmer said he would like 
to see less reliance on transition mech-
anisms that allow IPv6-only devices to 
reach IPv4 sites. 

“Now that we’re getting close enough 
to IPv6 being operational by default, 
how do we avoid or sunset the transition 
technologies… that leave one foot left 
in the IPv4 doorway because they make 
applications and services that are not on 
IPv6 very fragile,” Palmer asked.



IETF 88

��

,(7)�-RXUQDO���0DUFK��������9ROXPH����,VVXH��

ISOC’s Policymakers Programme to  
the IETF facilitates exchange between  
government policymakers and IETF  
leaders by providing visiting policy- 
makers with an overview of how the  
IETF works and key issues a$ecting  
the Internet’s continued growth. Via 
this programme since 2012, ISOC has 
hosted more than 50 individuals from 40 
governments to attend IETF meetings.   

“!e goal is to o$er a bridge between 
the IETF community and the policy 
realm and to help demystify the 
IETF,” said Sally Wentworth, senior  
director of Strategic Public Policy for the  
Internet Society. “!e response from 
policymakers has been overwhelmingly 
positive, and the IETF community’s 
welcome to policymakers has been  
tremendous. We are going into a very 
important period for Internet gov-
ernance, and more focused engagement 
like this is needed.”

All of the policymakers who attend-
ed IETF 88 work for government 
agencies that oversee the telecommuni-
cations and/or ICT sectors in countries  
including Brazil, Kenya, and Vietnam. 

,QWHUQHW�6RFLHW\�3URJUDPPH�%XLOGV�
%ULGJH�%HWZHHQ�,(7)�DQG�5HJXODWRUV
By Carolyn Duffy Marsan

At IETF 88, as part of an ongoing e$ort to foster better understanding between 
the Internet’s technical and regulatory communities, the Internet Society 

(ISOC) hosted ten policymakers from South America, Africa, and Asia.

to listen and learn about the priorities of 
policymakers.

“Our policy guests saw that the IETF 
is focused on its technical role and work, 
but felt that the community also handled 
the policy-related issues well and appro-
priately,” Wentworth said. “!e IETF’s 
passion and enthusiasm for the Internet 
model and open debate was evident 
and inspiring to the policymakers. 
!ey were impressed that anyone who 
comes to an IETF meeting is allowed to  
participate and be heard.” 

!e government representatives 
heard a series of presentations from 
IETF leaders on critical aspects of the  
Internet: 

Fred Baker, Cisco Fellow and for-
mer IETF chair, gave presentations 
about BGP (border gateway proto-
col) routing and the history of the 
Internet. 
Mark Kosters, chief technology  
o%cer of the American Registry for 
Internet Numbers, provided a deep 
dive into Internet protocol (IP)  
addressing, with an explanation of 
the di$erences between IPv4 and 
IPv6. 
Former Internet Architecture 
Board Chair Olaf Kolkman,  
director of NLnet Labs, gave a talk 
about the domain name system 
(DNS) and the need to secure it 
with DNS security extensions. 

³3ROLF\PDNHUV�JDLQHG�D�JUHDWHU� 
XQGHUVWDQGLQJ�RI�KRZ�WKH�
,QWHUQHW�DQG�,QWHUQHW�VWDQGDUGV�
ZRUN��VRPHWKLQJ�WKDW�KDG�QHYHU�
EHHQ�H[SODLQHG�WR�WKHP�LQ�VXFK�
GHSWK�EHIRUH�´

—6DOO\�:HQWZRUWK 
,QWHUQHW�6RFLHW\

7KH�,QWHUQHW�6RFLHW\¶V�,(7)�3ROLF\�3URJUDPPH�)HOORZV

At IETF 88, these policymakers were 
given presentations about the IETF, 
including its mission and how it  
develops open standards through an 
ethos of rough consensus and running 
code. Leaders from across the IETF 
community explained working groups 
and leadership committees and how doc-
uments such as Request for Comments 
and best current practices are produced.

Experts from the IETF community 
gave policymakers an overview of the 
big-picture challenges that the Internet 
faces, including mobility, bandwidth 
constraints and the emergence of new 
applications. !is programme is also an 
opportunity for the IETF community 
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3DFNHG�,$%�3OHQDU\�'HEDWHV�
3HUYDVLYH�0RQLWRULQJ�$WWDFNV
By Carolyn Duffy Marsan

!e discussion was prompted 
by recent revelations that the US  
National Security Agency (NSA) was 
involved in a wide-scale global Internet 
and telephone surveillance program in 
conjunction with other governments 
and commercial vendors. !e Internet  
Architecture Board (IAB) focused its 
discussion on what can be done in terms 
of protocol design and development to 
protect the Internet and its users from 
pervasive monitoring attacks.

“We’d like to focus on who needs to be 
doing work in the technical community 
both here in the IETF and elsewhere,” 
said IAB member Alissa Cooper,  
distinguished engineer at Cisco. 
“We in the IAB need to be thinking 
about longer-term architecture issues,  
opportunities for stronger security, and  
potential barriers to stronger security.” 

Cybersecurity expert Bruce Schneier, 
chief technology o%cer of Co3 Systems, 
set the stage for the discussion by  
explaining the scope of Internet tra%c 
monitoring being conducted by the 
NSA and other government agencies. 

“!e NSA has turned the Internet into 
a giant surveillance platform,” Schneier 
said. “!is is robust. It is robust polit-
ically, it is robust legally, and it is robust 
technically.’’ 

Schneier pointed out that it isn’t only 
the NSA that is involved in extensive 
Internet tra%c monitoring. 

“!is is what any well-funded nation 
state or adversary would do,” he said. 
“!e United States has a privileged  
position on the Internet that allows 
it to do more, and it has an enormous 
budget. But we know other countries do 
the same thing.”

&RQWLQXHG�RQ�QH[W�SDJH�

Geo$ Huston, chief scientist at 
Asia-Paci"c Network Information 
Centre, spoke about the concept of 
quality of service in the Internet in 
comparison to predecessor voice-
only networks. 
Alvaro Retana, a Cisco distin-
guished engineer, spoke about the 
impact of the IETF on Internet 
development, including the group’s 
new e$orts to harden the Internet  
against pervasive monitoring  
attacks and to improve the diversity 
of its membership. 
Milton Kaoru Kashiwakura, direc-
tor of the Brazilian NIC, gave a 
talk about regional interconnection 
from Latin America. 

!ey also attended the  Internet  
Governance Update (IGOVUPDATE) 
Birds of a Feather session, which all of 
the policymakers noted was a highlight 
of the week. !is session was sponsored 
by the Internet Architecture Board to 
discuss IANA matters.

“Policymakers gained a greater  
understanding of how the Internet and  
Internet standards work, something 
that had never been explained to them 
in such depth before,” Wentworth said. 
“Giving policymakers a chance to attend 
the IETF helps build trust among  
organizations, and this trust is key for 
the future of the Internet.”

!e Internet Society will provide a 
similar set of presentations for a new 
group of policymakers at IETF 89 
in London that include senior policy 
leaders from Africa, Europe, and the 
Middle East.

“Past participants of the ISOC’s 
IETF Policy Programme want to get 
more experts from their countries  
involved in the IETF,” Wentworth said, 
noting that it is always di%cult to get 
academic and industry participation in 
standards work because it is a voluntary 
e$ort. “!is programme is helping build 
awareness of the IETF in developing 
countries, which is needed.”  

The Internet engineering community debated the steps it can take to harden 
the Internet against pervasive surveillance from well-funded governments and 

other adversaries in a packed technical plenary session held during IETF 88 in  
Vancouver.

$OLVVD�&RRSHU��SDQHOLVW�DQG�GLVWLQJXLVKHG�HQJLQHHU��&LVFR

³7KH�16$�KDV�WXUQHG�WKH� 
,QWHUQHW�LQWR�D�JLDQW�
VXUYHLOODQFH�SODWIRUP��7KLV� 
LV�UREXVW��,W�LV�UREXVW�SROLWLFDOO\��
LW�LV�UREXVW�OHJDOO\��DQG�LW�LV�
UREXVW�WHFKQLFDOO\�´

—%UXFH�6FKQHLHU��3DQHOLVW
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Schneier said the choice facing 
network engineers is whether they will 
continue to support an Internet that is 
vulnerable to all attackers, or whether 
they will make the Internet secure for 
all users.

“We have made surveillance too 
cheap, and we need to make it more  
expensive,” he said. !e goal is to make 
eavesdropping expensive to force NSA 
to abandon wholesale collection in favor 
of targeted collection. 

Schneier gave the IETF community 
three recommendations for hardening 
the Internet: (1) deploy encryption ubiq-
uitously on the Internet backbone, (2) 
encourage dispersal of Internet tra%c 
targets rather than centralization in 
the hands of a few companies, and (3) 
develop user-friendly application-layer 
encryption. 

3DFNHG�,$%�3OHQDU\�'HEDWHV�3HUYDVLYH�
0RQLWRULQJ�$WWDFNV��FRQWLQXHG�

%UXFH�6FKQHLHU��SDQHOLVW�DQG�FKLHI�WHFKQRORJ\�RIILFHU��&R��6\VWHPV

tendency to ignore security issues,  
including con"dentiality and privacy, 
until the late 1990s. !at’s a fact,” he 
told the audience. 

However, he pointed out that the 
Internet engineering community has 
twice confronted security-related public 
policy issues similar to the recent NSA 
revelations. 

“Surveillance is not a new phe-
nomenon,” Carpenter said. “Don’t have 
the impression that this is just the NSA 
or just the US government.”

!e "rst of these IETF debates, held 
in 1996, dealt with a movement by many 
governments to restrict the use and sale 
of strong cryptography, which is a found-
ational technology for e-commerce. !e 
result of this debate was RFC 1984, 
signed by both the IAB and the Internet 
Engineering Steering Group (IESG), 
which encouraged policies that allow 
ready access to strong cryptographic 
technology for all Internet users.

In 1999, the IETF had a similar 
debate about Internet wiretapping. !e 
result of that debate was RFC 2804, 
also signed by both the IAB and the 
IESG, which stated that the IETF 
would not consider wiretapping as a  
requirement for creating or maintaining 
IETF standards. 

Carpenter said the underlying 
principal of these two previous IETF 
debates is that “IETF technology should 
be able to make the Internet secure,  
including the ability to provide privacy, 

“We need more open standards and 
open source tools because these are 
harder to convert to attacks,” he said. 
“We need better integrated anonymity 
tools and real assurance… Long term, 
we need to get everyone to understand 
that a secure Internet is in everyone’s 
best interest.” 

Brian Carpenter, a former IETF chair 
and now a computer science professor at 
the University of Auckland, gave a his-
torical talk focused on how the Internet 
engineering community has handled 
similar cybersecurity issues in the past.

Carpenter acknowledged that the 
IETF didn’t take security seriously 
before 1998. “!ere was a general 

>6WHSKHQ@�)DUUHOO�VDLG�WKH� 
,(7)�VKRXOG�IRFXV�RQ�GULYLQJ�
XS�WKH�FRVW�RI�SHUYDVLYH�
PRQLWRULQJ�WKURXJK�VXFK�
DFWLRQV�DV�HQFRXUDJLQJ�WKH� 
XVH�RI�HQFU\SWLRQ�

but it should be neutral with respect to 
varying cultural views of legality and 
privacy.”

!e "nal speaker at the technical 
plenary was Stephen Farrell, an IETF 
security area director and a research 
fellow in the School of Computer 
Science and Statistics at Trinity College 
Dublin. Farrell urged IETF partic-
ipants to view the NSA activities as an 
attack and try to mitigate it. 

“Forget the motives. Forget the  
political stu$. Look at the actions of 
the NSA and its partners—whether 
coerced or not—as a multifaceted form 
of attack,” Farrell said. “It’s not unique. 
!e NSA and its partners are doing it, 
but others are doing the same though 
perhaps on a smaller scale.”

Farrell said the IETF should focus  
on driving up the cost of pervasive  
monitoring through such actions as  
encouraging the use of encryption.

“What would be the impact if we 
turned on Transport Layer Security 
(TLS) more ubiquitously?” he asked. 
He also suggested TCPcrypt and IPSec 
as ripe for additional deployments. 
“What about Secure/Multipurpose  
Internet Mail Extensions (S/MIME) 
and Pretty Good Privacy (PGP)? We 
need to do the same for Session Initiation 
Protocol (SIP). We need end-to-end  
security for e-mail, instant messaging and  
Voice over Internet Protocol (VOIP).”

Farrell said it will be harder to secure 
real-time Web communications and 
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sensors deployed in Internet of !ings 
applications. Another hard problem is 
how to prevent the extraction of meta-
data through Internet tra%c analysis. 

“We need to take steps, do them 
openly, and start now,” Farrell said. “It’s 
not just about us taking action through 
the IETF. We also need to go back 
to our companies and try to get them 
to take action. Lots of companies are 
looking at their source code. Operators 
are looking at their networks.”

%ULDQ�&DUSHQWHU��SDQHOLVW��IRUPHU�,(7)�FKDLU��
DQG�FRPSXWHU�VFLHQFH�SURIHVVRU�DW�WKH� 
8QLYHUVLW\�RI�$XFNODQG

7KH�,$%�3OHQDU\�GUHZ�D�SDFNHG�URRP�

³,(7)�WHFKQRORJ\�VKRXOG�EH�
DEOH�WR�PDNH�WKH�,QWHUQHW�
VHFXUH��LQFOXGLQJ�WKH�DELOLW\�WR�
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what the IETF should do to improve  
Internet security and privacy during the 
open mic session. More than two dozen 
attendees asked follow-up questions 
or made suggestions to IAB members 
about how best to harden the Internet.

“My little box here is running IPsec, 
TLS and Domain Name System Se-
curity Extensions (DNSSEC),” said 
Russ Mundy, an engineer with security 
"rm Parsons, pointing to his laptop. “I 
urge everybody in this room to have 
some amount of this security capability 
themselves on their own machines. 
Turn it on, and start using it right now… 
Work within your own organizations to 
deploy it, and push your providers to 
give it to you.” 

Google engineer Erik Kline sug-
gested the IETF community consider 
the economics of deploying cyber- 
security solutions. “SSL certi"cates are 
still not the default,’’ he said. “Most of 
the vendors charge more for SSL. !ere 
are economic incentives stacked against 
people who want to do security.’’

Michael Abramson of Advanced 
Systems Management Group worried 
aloud about the usability of Internet 
security protocols such as DNSSEC. 
“How do we expose failure modes to 
users, and how do they interact with all 
this cryptography?” he asked. “I don’t 
know if there are any usability experts 
active in the IETF, but I think we need 
some.”

Terry Davis, who develops aviation 
networks, pointed out that within a 
decade aircraft will be communicating 
to ground control via the Internet, 
heightening the need for security. “We 
"rst spoke about Internet hardening 
back in 1998 for [industrial control 
and aviation] networks. We really don’t 
provide any good guidance to build these 
type of networks,” he said. “I encourage 
the IESG to form a working group on 
critical networking infrastructure.’’ 

At the end of the discussion, IAB 
Chair Russ Housley tried to gauge 

interest in taking action on pervasive 
monitoring by asking attendees to hum 
in response to particular questions. !e 
audience overwhelmingly responded 
in favor to questions about the IETF’s 
willingness to respond to pervasive  
surveillance attacks, whether or not 
the IETF should consider the threat of  
pervasive surveillance attacks when  
approving standards track speci"cations; 
and whether or not the IETF should 
include encryption where practical.

At the IETF administrative plenary 
later the same day, IETF Chair Jari 
Arkko called pervasive monitoring a 
very important topic with high impact 
on all Internet users. 

“From my perspective, it’s not that 
sensible to react to speci"c incidents 
[rather than] take them as a sign that 
our Internet is not as secure as it should 
be,” Arkko said. “!ere’s so much in-
terest by regular Internet users, poli-
ticians, vendors, service providers and 
even some governments. It is an oppor-
tunity for us to actually make a change—
perhaps a unique opportunity—so let’s 
use this moment to make a fundamental 
improvement to Internet security.”

In sum, there appeared to be consensus 
among IETF participants and leaders to 
improve the technical standards of the 
Internet in order to improve the privacy 
and security of the Internet and thereby 
make large-scale surveillance e$orts 
more di%cult.  

Farrell concluded that the NSA  
revelations don’t represent a new attack 
on the Internet, but an attack at a larger 
scale.

“!e right response for us is, as usual, 
to develop technical mitigations not to 
solve the problem but to make it harder 
to do widely pervasive monitoring,” he 
said. “!e goal is to make it signi"cantly 
more expensive for a bad actor.” 

!e technical plenary speakers  
generated vigorous debate about 
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IETF Experiment into an IETF Tool
By Alessandro Amirante, Tobia Castaldi, Lorenzo Miniero,  

and Simon Pietro Romano

Remote participation is a hot topic in the Internet Engineering Task Force 
(IETF). Many participants attend IETF meetings remotely if the venue is 

either too far away or too expensive for them to attend in person. Many regularly 
only attend remotely in the "rst place.

To make remote attendance possible, 
the IETF makes available the following 
solutions: 

A Jabber chatroom associated with 
each session, in which participants, 
both local and remote, can join  
using any compliant client in order 
to discuss the presentations
An MP3 audio feed to listen to 
what is being discussed in the  
physical rooms 

In addition, the Jabber room typically 
is used to give remote participants hints 
about ongoing presentations, e.g., the 
name of the slide deck being projected, 
slide numbers, and so on. It is expected 
that remote participants download the 
slides and open them in a compliant 
viewer to follow the presentation.

While this is an easy and often  
e$ective means for remote participation, 
it does not a$ord an optimal user expe-
rience. Users must download and install 
various applications (e.g., an extensible 
messaging and presence protocol 
(XMPP) client, a multimedia player, a 
slide viewer/editor), and use them at the 
same time. While the audio feed has  
a good quality, it also can have up to  
a 10-second delay, making seamless  
interaction (e.g., questions and answers) 
harder to achieve.

$�%ULHI�+LVWRU\

A few years ago, while considering our 
e$orts to build a standards-compliant 
conferencing architecture, mostly based 
on IETF protocols, and our regular at-
tendance at IETF meetings as active 
contributors, we asked ourselves: why 

seven sessions. !e experiment proved 
quite successful—remote participants 
tested our platform and we received 
useful feedback that we used to further 
develop and strengthen our prototype 
experiment. While the presence of a 
video feed (a webcam in the sessions) 
confused some of the local partic-
ipants, it was a very welcome feature 
by remote participants, who praised the 
possibility of looking at the mic line 
queues. Not all feedback was positive, 
but it was constructive and helpful. For 
example, all the sessions were recorded 
and made available a few days later, ini-
tially by means of a Java playback appli-
cation. Several users complained about 
relying on an untrusted Java application, 
despite the fact that the source code 
had been made available. During the 
week we developed a completely web-
based HTML5 player for the same re-
cordings. !at Web application was the 
"rst version of the one we use today to 
provide all the IETF recordings.

can’t we eat our own dog food? !e 
IETF had already devised several pro-
tocols and architectures that could 
be leveraged for a better remote  
participation experience. We’d already 
tested some remote participation using  
Meetecho at IETF 76 in Hiroshima, 
where Lorenzo Miniero had a pre-
sentation scheduled at the ME-
DIACTRL session but couldn’t make 
it to Japan. A desktop application  
implementing XMPP, session ini-
tiation protocol (SIP), and real-time 
transport protocol (RTP), and pro-
viding slide-sharing functionality was 
used for a bidirectional interaction  
between Lorenzo and local attendees.
IETF 80, Prague
!is motivated us to propose a wider 
remote participation experiment at 
IETF 80. Speci"cally, considering that 
a desktop application would have been 
more of an obstacle than an asset, we 
devised a web-based, front-end to our 
platform, thereby providing an inte-
grated view of the Jabber room, the 
slides being projected, and an audio/
video feed from the room. We focused 
on real-time delivery of the streams 
by extending our platform, which was 
already based on modi"ed versions 
of open source components such as  
Asterisk, Open"re, and Tomcat, to 
better interact and seamlessly merge 
with the available IETF remote partic-
ipation tools.

We discussed the possibility of  
exploiting this new interface with IETF 
management, particularly with respect 
to the interaction with local equipment 
(e.g., room mixers) and supported 

IETF 81, Quebec City
!e success of the Prague experiment 
motivated us to improve the platform 
and user interface, and propose  
another round at IETF 81. !e number 
of supported sessions increased to 12, 
including two plenaries, resulting in a 
couple of parallel sessions.

IETF 82, Taipei
!e experience we gained in Prague led 
us to new improvements that we applied 
at IETF 82, an important meeting 
in terms of remote participation—28 
sessions were supported with up to three 

,(7)����DOVR�UHSUHVHQWHG�
D�PLOHVWRQH�ZLWK�UHVSHFW�WR�
UHDOL]DWLRQ�RI�D�V\VWHP�IRU�WKH�
DXWRPDWHG�PDQDJHPHQW�RI�
ÀRRU�FRQWURO�DQG�WKH�PRGHUDWLRQ�
RI�ERWK�ORFDO�DQG�UHPRWH�
SDUWLFLSDQWV�
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sessions in parallel; and for the "rst 
time, we used the tool for active remote 
participation.
IETF 83, Paris
By IETF 83, Meetecho wasn’t news 
anymore. We prepared a tutorial on  
it, focusing on the Meetecho Scribe, a  
role that can be played by any local  
participant to help remote attendees.  
Nearly 30 sessions were supported.

IETF 83 also represented a milestone 
with respect to realization of a system 
for the automated management of &oor 
control and the moderation of both 
local and remote participants (http://
ietf83.conf.meetecho.com/index.php/
UMPIRE_Project). !is system is 
called UMPIRE (Universal Mod-
erator for the Participation in IETF 
Remote Events) and is built around the 
Binary Floor Control Protocol (BFCP) 
that  represents the IETF standard 
protocol for moderation. At the time 
of this writing, UMPIRE has not yet 
been used to moderate actual meeting 
sessions. Although at the 83, 84, and 
85 meetings it was demonstrated in a 
tutorial. Today we are awaiting com-
pletion of the Remote Participation 
Services document in order to further 
"ne-tune UMPIRE and propose it for 
o%cial adoption within the IETF.
IETF 84, Vancouver
With regard to the main functionality 
of the platform, we started work on 
WEBRTC/RTCWEB, the joint stan-
dardization of the W3C and the IETF 
to enable native, real-time multimedia 
communications within browsers. We 
implemented the missing bricks and 
added a way to make use of WebRTC 
to join the audio/video conference. We 
made the completed feature available 
for the RTCWEB session at IETF 84 
(a possibility that was praised by the 
active contributors in the same working 
group). Vancouver also saw our platform 
used, for the "rst time, to stream and 
record both meeting sessions and some 
of the tutorials, which were recorded and 

converted to video "les now available on 
the IETF education pages.
IETF 85, Atlanta
Intrigued by the possibilities o$ered 
by WebRTC, we started working with 
the Opus codec. At IETF 85 we made 
available an additional stream for remote 
participants—an HTTP-based Opus 
stream, which could be played in either 
HTML5 or an external player. We also 
added a Flash-based video stream.
IETF 86, Orlando

A decisive improvement was made 
for IETF 86: we changed the audio 
backend of our platform and got rid 
of the narrowband audio constraint by 
moving to a higher quality, wideband 
audio mix. Participants were now 
able to get a real-time audio feed as 
good as the o%cial MP3 stream. !e  
improved audio quality was a welcome 
addition to recordings and enabled us 
to better integrate the Opus codec into 
our platform and to take advantage of  
its novel features.
IETF 87, Berlin
!e Opus integration motivated us to 
organize a high-quality, remote partic-
ipation experiment based on Opus for 
the technical plenary at IETF 87, whose 
topic was Opus itself. We envisioned a 
completely Web-based attendance to the 
plenary, involving a high-quality VP8 
video feed and a 48kHz mixed audio 
feed based on Opus. Our e$orts were 
brie&y discussed during the plenary. 

IETF 87 was also a training ground 
for experiments in recording tutorials,  
including a brief presentation of the 
MILE WG by Kathleen Moriarty.  
By that time, session recordings had 
become a fundamental asset for the 
 IETF community. IETF chairs rely on  
them when editing meeting minutes.  
WG participants, in turn, count on  
such synchronized multimedia assets  
for ex-post fruition of one or more  
recorded sessions.

Next Steps

We recently obtained a formal agreement 
with IETF management for support of 
an increasing number of sessions at up-
coming meetings. (We supported nearly 
40 sessions at IETF 88.)

Future meetings will be both chal-
lenging and stimulating as we simulta-
neously cover more and more sessions. 
!e plan is to cover all of them in  
Honolulu at IETF 91. With that goal 
in mind, we’re working on new features,  
including ways to automate the scribe 
role (instead of relying on a local  
participant for videos and slides) and 
obtain detailed participation statistics. 
We’re also seeking a more seamless  
integration with the community’s 
tools (meeting agenda, materials page, 
meeting minutes, etc.).

We’re proud to be working with 
and for the community—whether you 
attend in person or not, we look forward 
to seeing you in London. 

7KH�0HHWHFKR�WHDP�DW�,(7)������OHIW�WR�ULJKW��/RUHQ]R�0LQLHUR��6LPRQ�5RPDQR��7RELD�&DVWDOGL�� 
DQG�$OHVVDQGUR�$PLUDQWH
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!e Birds-of-a-Feather (BoF) 
meeting at IETF 88 was the result of 
a multiyear e$ort initiated in 2012 in 
the context of IP communications in  
vehicular networks. !e initial email 
list is still being used despite a change 

in the name—it is hosted at https://
ietf.org/mailman/listinfo/its and in-
cludes approximately 250 subscribers. 
We held a bar BoF at IETF 87 with 
the participation of some key con-
tributors, including the chair of 
ETSI ITS WG3 “Networking and 
Transport,” and an IAB shepherd. 
After the publication of an initial set of  
Internet-Drafts, a request to meet as an 
o%cial GeoNet BoF was approved by 
the IESG. More than 100 participants 
attended the Vancouver BoF meeting.

Current discussions target the devel-
opment of a Charter and of a problem 
statement that will identify realistic 
goals for a potential working group. 
We also are re"ning a list of use cases 
around the topic of geographical  

$Q�2YHUYLHZ�RI�WKH�*HR1HW�%R)
By Alexandru Petrescu, Melinda Shore, Georgios Karagiannis, Dino 

Farinacci, Dimitri Papadimitriou, Alison Chaiken, Bastiaan Wissingh, 

Duan Shihui, Rex Buddenberg, Carl Reed, and Brian Dickson

GeoNet stands for geographical networking. !e concept relates to the inter-
twining of Internet Protocol (IP) networking with geographical addressing. 

As used today, IP routing and addressing operate outside of geographic parameters 
such as coordinates or postal addresses. Possible applications of future Internet-wide 
geo-networking mechanisms include, but are not limited to, dissemination of IP 
packets to particular geographical areas, and precise tracking of package positions 
during a shipping process. More use cases are under discussion.

related to IP-over-foo. In the context 
of vehicular communications several 
wireless link layers are used for ex-
changing data among vehicles—one 
is IEEE 802.11p, which makes use 
of spectrum in the 5.9GHz band. 
!e particularly dynamic nature of 
vehicle movement leads to stringent  
requirements on the use of IP data-
grams on these dynamic links, hence  
a potential activity of IP-over-foo, in 
which foo equals 802.11p, has been 
identi"ed. However, at this time, this 
topic seems dedicated solely to vehicular 
communications, rather than the generic 
problem of geographical dissemination 
of data across paths that may traverse 
the Internet. In addition, several groups 
of external Standards Development Or-
ganizations (e.g., IEEE P1609.3, ETSI 
ITS TC WG3, and ISO TC204 WG16) 
have already developed stack models 
that are in near-deployment phases. 

Other interest has been expressed in 
vehicle-to-vehicle IP networking, alarm 
distribution among vehicles, vehicles in 
smart cities, autonomous driving, and 
more. 

&XUUHQW�*RDOV

Mechanisms and IETF protocols are 
needed for authorized source nodes 
anywhere in the Internet to disseminate 
packets to other nodes in areas de-
scribed by geographic parameters, 
while respecting the privacy concerns of 
sender and receiver. Parameters such as 
geographical coordinates and other geo-
locators, such as civic addresses, should 
be usable in order to specify the desti-
nation.

&XUUHQW�GLVFXVVLRQV�WDUJHW�
WKH�GHYHORSPHQW�RI�D�SUREOHP�
VWDWHPHQW�WKDW�ZLOO�LGHQWLI\�
UHDOLVWLF�JRDOV�IRU�D�SRWHQWLDO�
ZRUNLQJ�JURXS��:H�DOVR�
DUH�UH¿QLQJ�D�OLVW�RI�XVH�
FDVHV�DURXQG�WKH�WRSLF�RI�
JHRJUDSKLFDO�GLVVHPLQDWLRQ� 
RI�,3�SDFNHWV��

dissemination of IP packets. While the 
"rst use case was related to vehicular 
communications (see below), more 
uses have been identi"ed by partners  
at various organizations. !e use case 
discussion is ongoing.

For the London meeting, the group is 
preparing a charter proposal that would 
brie&y lay out the problem, list the use-
cases, and develop a list of deliverables. 
See the current text at https://github.
com/melindashore/geonet.

2OGHU�$FWLYLWLHV

Earlier e$orts in this area targeted 
vehicular communications with geo-
networking as a potential side-product. 
Vehicular tra%c e%ciency and man-
agement improve tra%c &ow, tra%c  
coordination, and tra%c assistance, 
and provide up-to-date local infor-
mation, maps, and relevant messages 
well-de"ned in space and time. !is has 
obvious applications in ensuring tra%c 
safety.

A fully functional mechanism for 
geographical dissemination of data 
to vehicles over IP networks would 
need the participation of many under- 
lying mechanisms. Previous discussions  
revolved around the use of the DNS sub-
system in the initial steps of resolving an 
IP address into a set of geocoordinates, 
and vice-versa. However, during the 
BoF meeting in Vancouver this was  
discarded based on certain drawbacks of 
a fully DNS-based architecture.

One aspect considered very early is 

2WKHU�LQWHUHVW�KDV�EHHQ�
H[SUHVVHG�LQ�YHKLFOH�WR�
YHKLFOH�,3�QHWZRUNLQJ��DODUP�
GLVWULEXWLRQ�DPRQJ�YHKLFOHV��
YHKLFOHV�LQ�VPDUW�FLWLHV��
DXWRQRPRXV�GULYLQJ��DQG�PRUH�
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Privacy concerns need to guarantee 
from the start that the new dissemi-
nation mechanism cannot be used to 
identify the geographical situation of 
computers issuing requests to resources 
or to prevent access based on such 
supposed identi"cation.

!e main use cases currently under 
discussion are listed below. We expect 
that some will be merged to others or 
simply disappear. We will be meeting in 
London to discuss this.

Dissemination to a geographi-
cal area ("gure 1). A source node, 
which may be located anywhere, 
sends packets to a wireless access 
router through the Internet. !ose 
wireless access routers are selected 
based on geographical location in-
formation, and tra%c is routed to 
them using the IPv6 address of the 
router and conventional IP routing. 
Each of the destination access rout-
ers then copies and broadcasts the 
received packets to listeners within 
its radio coverage area.
Goods tracking ("gure 2). A good 
delivered by a shipping organiza-
tion has a provider-independent IP 
address. !is good is tracked in that 
its geographical position is known 
to end-users continuously through-
out the entire delivery process. !e 
IP address of the good is associated 
to the geographical coordinates  
of the router to which it connects. 
Using IP addresses enables very 
"nely grained and precise tracking.
Vehicular tra%c safety, e%ciency, 
management, and infotainment. 
!e data disseminated to road side 
units (RSUs) is relevant for tra%c 
management and  on-board info-
tainment. 
Mobile roadside unit. Most RSUs 
are placed at a "xed geographi-
cal location that will most likely 
not be changed until the device  
-[p0either reaches its end of life or is no  
longer needed at that location. But 

a mobile roadside unit, on the other 
hand, is portable and not switched 
o$ while moving, meaning that 
among other settings its geograph-
ical position adjusts as it moves. 
Such a mobile RSU allows more 
&exible use in multiple situations. 
For example, at a location along a 
road where there is ongoing road 
works, a road worker could take 
a Mobile RSU, position it some-
where at the road works site, and 
start sending warning messages to 
incoming vehicles. !e next day it 
would position it elsewhere.
Identi"cation of originating area. 

In some IP network deployments 
in large cities, Internet Service Pro-
viders (ISPs) and Internet Content 
Providers (ICPs) need to identify 
which parts of the city originate 
the most IP tra%c. When it has 
knowledge of the geographic loca-
tion of an IP address, it can deduce 
the origin of the IP tra%c and thus 
subsequently schedule its resources 
among the entire network to real-
ize the best service for the Internet 
users.

)LJXUH����*RRGV�7UDFNLQJ

&RQWLQXHG�RQ�QH[W�SDJH�
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Geolocation of an instrumented 
ambulance. When an ambulance 
transports a casualty, the primary 
objectives are to get the medi-
cal data (e.g., vital signs) securely  
delivered to the hospital by  
telemetry through the Internet and 
to enable the Emergency Room 
doctor to remain connected to the 
emergency medical technicians in 
the ambulance. In addition, dur-
ing this process the communica-
tion between the ambulance driver 
and the dispatcher, and the com-
munication a$orded by the ambu-
lance hotspot to public authorities 
(Bring-Your-Own-Device, Bring-
Your-Own-Communication), is 
critically quali"ed by geographical 
coordinates and geolocators such 
as civic addresses. !is case should 
be further described because some 
of these functions are sometimes 
provided over radio by way of voice 
dispatching and by GPS trackers.

5HODWLRQVKLSV�EHWZHHQ�*HR1HW�DQG�
RWKHU�,(7)�:RUNLQJ�*URXSV

Any new use cases GeoNet comes up 
with that require protocol changes for 
any overlay technology, such as LISP, 
can be done in the appropriate protocol 
working groups, such as the LISP WG.

!e GEOPRIV working group 
concentrates on protocols that allow 
applications to represent location/geo- 
graphy objects and to allow users to 
express policies on how these represen-
tations are exposed and used. Moreover, 
GEOPRIV analyses the authorization, 
integrity, and privacy requirements 
that must be met when these repre-
sentations of location/geography are 
created, stored, and used. GeoNet 
mainly focuses on how IP routing and 
addressing use such location/geography 
representations.

!e LISP WG mainly focuses on 
network-layer-based protocol solutions 

$Q�2YHUYLHZ�RI�WKH�*HR1HW�%R)��FRQWLQXHG

7KH�PRVW�LPSRUWDQW�QH[W�VWHSV�
DUH�WR�UH¿QH�WKH�VHW�RI�XVH�
FDVHV�WR�D�VXEVHW�RI�DFKLHYDEOH�
JRDOV�DQG�DJUHH�RQ�D�FKDUWHU��
:H�ZLOO�EH�PHHWLQJ�LQ�/RQGRQ�
WR�SURJUHVV�ERWK�

that enable the separation of routing 
locators (where you are attached to 
the network) and identi"ers (who you 
are) in one number space. GeoNet 
mainly focuses on how IP routing and  
addressing use geographic parameters 
to disseminate packets from a sender 
located anywhere in the Internet to 
nodes in the area speci"ed by these  
geography parameters.

a bidirectional relationship—and not 
a mechanism—between geospatial  
locators and IP locators.

For a complete solution, many  
solutions at di$erent layers would be 
needed for the items below:

!e accurate representation of geo-
graphic areas using coordinates 
such as geolocators/logical coor-
dinates and geographical/physical 
coordinates, and for the naming of 
geographic areas.
Ensuring that geographical area 
information (for example,  geoloca-
tors, names, and physical geograph-
ic coordinates) is accurately mapped 
to an IP address or addresses.
Databases associating locations 
with addresses may be  maintained 
at the source, intermediate or edge 
nodes, and at speci"c IP locator 
nodes.
Ensuring that an IP address can be 
accurately mapped to geographic 
area information (geolocators, 
names, and geographic  physical 
coordinates). Note that this refers 
to the addresses of access routers, 
roadside units (RSUs), and so on, 
and not end nodes. 
Ensuring that data packets gen-
erated by source nodes placed  
arbitrarily in the Internet can be 
forwarded over multiple hops by 
using, where possible, geographic 
location representations of the 
destination node(s) and/or the  
intermediate nodes for the  rout-
ing decisions, instead of using their 
IP addresses. Note that in order to 
solve the above challenge it is not 
mandated that all nodes located 
on the path from source to desti-
nation nodes are able to forward 
packets using the geocoordinates of 
the destination node(s) and/or the  
intermediate nodes for routing  
decisions. !is is emphasized by 
using the words where possible. 

!e ECRIT WG focuses on how  
location data and call routing infor-
mation are used to enable communi-
cation between a user and a relevant 
emergency response center. !e ECRIT 
WG has speci"ed protocols to map 
emergency services identi"ers and  
geodetic or civic location information 
to service contact URIs. GeoNet 
mainly focuses on how IP routing and  
addressing use location information  
to disseminate packets from a sender 
located anywhere in the Internet to 
nodes that are located in the area 
speci"ed by this geodetic or civic  
location information.

Next Steps

!e most important next steps are to 
re"ne the set of use cases to a subset of 
achievable goals and agree on a charter. 
We will be meeting in London to 
progress both.

!e initial objectives of the group 
are focused on a common vocabulary 
for contexts using IP protocols and  
geography coordinates, on a data de"-
nition of geolocators, and on de"ning 
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!ere were two main topics of 
focus for this meeting. In the Web  
Extensible Internet Registration Data 
Service (WEIRDS) working group, the 
IETF is working on a protocol intended 
to be used instead of WHOIS. !e  
Internet Corporation for Assigned 
Names and Numbers (ICANN) is also 
investigating issues related to the data 
that is available in WHOIS, and how 
and to whom that data is available. It 
seemed useful to show how these two 
e$orts a$ected one another, so half the 
BoF was devoted to that issue. 

!e second topic was an overview of 
what happened at the Internet Gov-
ernance Forum (IGF) in Bali. !is was 
important partly because the IETF 
sent some people to the IGF to talk 
about what the IETF does. In addition, 
during the IGF some proposals for new 
Internet governance initiatives emerged. 

WEIRDS and WHOIS

Chris Disspain presented a description 
of the progress of the ICANN Expert 
Working Group (EWG) on gTLD  
Directory Services. Disspain is the 
ICANN Board liaison to the EWG. 
He observed that there are two kinds 
of issue. One has to do with the 
protocol itself: the WHOIS protocol 
has no structure to its data, and is badly  
designed for the international Internet 
we have today. !e other kind has to do 
with policy questions such as accuracy, 
consistency, and privacy. 

Next, Murray Kucherawy, WEIRDS 
Working Group cochair, outlined the 
progress of the WG in delivering a new 

,QWHUQHW�*RYHUQDQFH�IRU�,(7)HUV
By Andrew Sullivan

The Internet Governance Update (IGOVUPDATE) Birds of a Feather (BoF) 
session was held at IETF 88 in Vancouver, Canada. !e topic was unusual in 

that it was not about a protocol, or even about discussion that might be needed for 
future technical developments. Instead, this was an e$ort to encourage understand-
ing by the Internet Engineering Task Force (IETF) of what other actors are doing 
or planning to do with the standards that the IETF produces. As is normal, the 
minutes for the BoF are in the IETF meeting proceedings. 

Registry Data Access Protocol (RDAP) 
that uses hypertext transfer protocol 
(HTTP). !e idea is to use the facilities 
that HTTP already o$ers in order to 
reduce the e$ort required to satisfy all 
the needs. 

extensions can be added to meet those 
needs. !e result, it is hoped, will be 
able to satisfy even unknown policy  
requirements. 

Some BoF participants expressed 
skepticism about this approach. But 
unless the IETF is prepared to do 
nothing until external parties establish 
all requirements, it may not be able to 
do any work. In the case of WHOIS, 
the policy disputes have been going on 
for more than 10 years. If we want to 
proceed with &exible protocols, this is 
our way forward. 

7KH�,QWHUQHW�*RYHUQDQFH�)RUXP

!e purpose of the discussion of the IGF 
was partly to make IETF participants 
aware of the way in which others in the 
world view “the technical community,” 
and partly to begin a discussion of how 
we might respond to those views. Some 
of these issues have come to the fore as 
a result of political developments having 
little to do with the IETF. Nevertheless, 
they make the IETF’s job more chal-
lenging. 

One of the things that came out of 
the IGF meeting was a plan for a spring 
2014 meeting in Brazil on the topic of 
Internet governance. It is unclear the 
extent to which this meeting, or others, 
will continue to favour the multistake-
holder approach with which many of 
us are familiar. A competing model 
is a more traditional, multilateral ap-
proach in which governments negotiate 
exclusively with one another. Such an 

7KH�JRDO�RI�WKH�GLVFXVVLRQ�ZDV�
WR�KLJKOLJKW�WKH�ZD\V�LQ�ZKLFK�
H[WHUQDO�QHHGV�RI�SROLF\�PDNLQJ�
ERGLHV�FDQ�EH�VDWLV¿HG�E\�,(7)�
ZRUN�ZLWKRXW�WKH�,(7)�ZRUN�
JULQGLQJ�WR�D�KDOW�ZKLOH�WKRVH�
QHHGV�DUH�GHWHUPLQHG��

,W�LV�XQFOHDU�WKH�H[WHQW�WR�ZKLFK�>WKH�VSULQJ������%DOL@�PHHWLQJ��
RU�RWKHUV��ZLOO�FRQWLQXH�WR�IDYRXU�WKH�PXOWLVWDNHKROGHU�DSSURDFK�
ZLWK�ZKLFK�PDQ\�RI�XV�DUH�IDPLOLDU��$�FRPSHWLQJ�PRGHO�LV�D�PRUH�
WUDGLWLRQDO��PXOWLODWHUDO�DSSURDFK�LQ�ZKLFK�JRYHUQPHQWV�QHJRWLDWH�
H[FOXVLYHO\�ZLWK�RQH�DQRWKHU��

!e goal of the discussion was to 
highlight the ways in which external 
needs of policy-making bodies can be 
satis"ed by IETF work without the 
IETF work grinding to a halt while 
those needs are determined. As Olaf 
Kolkman (the other WEIRDS cochair) 
observed, the WG is depending on the 
extensibility of its design. !e RDAP 
speci"cation can proceed for number  
resources even while the exact problem 
description for name resources is not 
ready. Once the latter is ready, more &RQWLQXHG�RQ�QH[W�SDJH�
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approach could be bad for the IETF  
traditions of standards development. 

One of the central issues here is a 
mismatch of expectations. Organi-
zations that work primarily through or 
extensively with governments often try 
to divide issues by representative groups. 
!e IETF does not work that way: we 
o%cially take input from individuals, 
individuals act within working groups, 
and so on. !is can be an awkward  
interface for government employees, 
who often are not allowed to deviate 
from an o%cial government position.  
As a community we may have been 
loathe to engage in governance topics  
because we do not have a representative 
model, and cannot appoint a represen-
tative to interact with other bodies. 

$V�WKH�LPSRUWDQFH�RI�WKH�
,QWHUQHW�JURZV��DQG�HVSHFLDOO\�
LQ�OLJKW�RI�FKDQJLQJ�SROLWLFDO�
FLUFXPVWDQFHV��WKH�,(7)� 
QHHGV�WR�HVWDEOLVK�KRZ�EHVW� 
WR�DGGUHVV�SROLF\�GHPDQGV��

,QWHUQHW�*RYHUQDQFH�IRU�,(7)HUV��FRQWLQXHG

!ere was a great deal of feedback 
after the IGF about how useful it was 
to have Jari Arkko (as IETF chair) at 
the meeting, and it seems important 
to continue this work. In an e$ort to 
continue toward a resolution, BoF  
participants were invited to discuss 
issues on the internetgovtech@iab.org 
list. 

&RQFOXVLRQ

While the two topics for this meeting 
may appear to be quite di$erent, they 
have at their cores the fundamental 
question of how the IETF can deal 
with groups involved with policy rather 
than protocol. !e policy/protocol  
distinction, while often relied upon, is 
not really as clear as one might wish. As 
the importance of the Internet grows, 
and especially in light of changing  
political circumstances, the IETF needs 
to establish how best to address policy 
demands. Advancing that work is what 
IGOVUPDATE at IETF 88 was all 
about. !ere will surely be more of 
this kind of work at future meetings.  

ONLINE EXCLUSIVE ARTICLE: Bits-N-Bytes–Running Code at IETF 

Don’t miss this special feature to The IETF Journal by John Jason Brzozowski, Comcast; Tina Tsou, Huawei; David Fang, Huawei; 

Diego Lopez, Telefónica I+D; and Glen Turner, A10

7KH�¿UVW�,(7)�%LWV�1�%\WHV�WRRN�SODFH�LQ�WKH�VXPPHU�RI�������:KLOH�WRGD\¶V�%LWV�1�%\WHV�FRQFHSW�LV�HYROYLQJ�DQG�PDWXULQJ�UDSLGO\��
LW�KDV�GHHS�URRWV�LQ�WKH�WHFKQLFDO�DQG�RSHUDWLRQDO�FRPPXQLWLHV��6HH�WKLV�H[FOXVLYH�RQOLQH�IHDWXUH�IRU�EHKLQG�WKH�VFHQHV�GHWDLOV�DERXW�
VRPH�RI�WKH�HYHQW¶V�NH\�H[KLELWV�RYHU�WKH�SDVW�WZR�\HDUV��KWWS���ZZZ�LQWHUQHWVRFLHW\�RUJ�IU�SXEOLFDWLRQV�LHWI�MRXUQDO
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IRTF Update
By Lars Eggert

During IETF 88 in Vancouver, Canada, " ve out of the nine 
then-chartered Internet Research Task Force (IRTF) 

research groups (RGs) held meetings:
Internet Congestion Control Research Group (iccrg)
Information-Centric Networking (icnrg)
Network Complexity Research Group (ncrg)
Network Management Research Group (nmrg)
Software De" ned Networking Research Group (sdnrg)

In addition to the meetings of the already-chartered research groups, a new proposed research group on 
Network Coding held a third side meeting. ! e discussion was positive, and the Network Coding Research 
Group (nwcrg) was formally chartered on 13 November 2013.

Since IETF 87, one new RFC (Request for Comment) has been published on the IRTF RFC Stream by the 
Scalable Active Multicast Research Group (samrg): RFC 7019 on 
“Application-Layer Multicast Extensions to REsource LOcation 
And Discovery (RELOAD).”

! e IRTF Open Meeting at IETF 88 was the venue for the " nal 
Applied Networking Research Prize (ANRP) winner of 2013 to 
present his research. Idilio Drago presented insights into charac-
terizing the tra%  c and workloads of the Dropbox cloud storage 
system. Read more about Drago’s work on page 23.

! e 2014 nomination cycle of the ANRP concluded after IETF 
88 with 46 nominations. ! e selection committee selected six 
award winners for 2014, with each of the three IETF meetings in 
2014 scheduled to see two award talks, which will be announced 
shortly before each meeting.

Join the IRTF discussion list to stay informed about these and 
other happenings! ! e website is http://www.irtf.org/mailman/
listinfo/irtf-discuss.  

,GLOLR�'UDJR��OHIW���ILQDO�$153�ZLQQHU�RI�������
DQG�/DUV�(JJHUW��,57)�FKDLU
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&RGH0DWFK�3URJUDPPH�$LPV�WR�$WWUDFW�&RPSXWHU�
6FLHQFH�6WXGHQWV�WR�WKH�,(7)
By Carolyn Duffy Marsan

In an e$ort to boost its inclusivity, the Internet Engineering 
Task Force (IETF) is considering a programme aimed at 

encouraging university students to engage in working groups. 
!e goal of the e$ort—dubbed CodeMatch—is to market 

the IETF to budding computer scientists as a community that 
can help deepen their skills. University students would be en-
couraged to help develop new Internet protocols, draft Request 
for Comments (RFCs), and participate in interoperability 

³7KLV�LV�DQ�RSSRUWXQLW\�WR�H[SRVH�XQLYHUVLW\�
VWXGHQWV�WR�WKH�,(7)�DW�DQ�HDUO\�VWDJH�DQG� 
VKRZ�WKHP�WKDW�WKH�,(7)�LV�VRPHWKLQJ�WKH\� 
FDQ�XVH�WR�JHW�DKHDG�LQ�WKH�ZRUNSODFH�´

—.DWKOHHQ�0RULDUW\ 
*OREDO�/HDG�6HFXULW\�$UFKLWHFW��(0&

$OWKRXJK�WKH�LGHD�IRU�&RGH0DWFK�RULJLQDWHG� 
DV�D�ZD\�WR�DWWUDFW�ZRPHQ�FRPSXWHU�VFLHQFH�
PDMRUV�WR�WKH�,(7)�FRPPXQLW\��LW�ZRXOG�EH�RSHQ�
WR�PDOH�XQLYHUVLW\�VWXGHQWV��WRR��

Although the idea for CodeMatch originated as a way to 
attract women computer science majors to the IETF com-
munity, it would be open to male university students, too. 

“We need to improve our regional diversity, too, with ad-
ditional exposure and connections to the open source com-
munity,” Moriarty said. “Hopefully we would attract 
developers and students in other countries. I talked to a 
computer science professor from Chile, and she was interested 
in assigning projects to her students via CodeMatch.” 

Moriarty proposed CodeMatch after she spoke about 
the IETF at the Grace Hopper Celebration of Women in  
Computing Conference, the world’s largest technical c 
onference for women in computing. Run by the Anita  
Borg Institute, the conference was held in Minneapolis  
in October 2013. !e Internet Society is a sponsor of the 
three-day event and provides scholarships for international 
attendees. 

“We are delighted that [Moriarity] was part of the Internet 
Society’s 2013 contingent to the Grace Hopper Celebration 
meeting. CodeMatch is an ideal bridge for increasing the 
awareness of the value of IETF and open standards to a new 
community of emerging professionals while also bringing dif-
ferent and important voices to the IETF and the standards 
development process,” said Toral Cowieson, senior director of 
Internet leadership at the Internet Society.

Moriarty hopes CodeMatch will attract both women 
computer scientists and other university students from around 
the globe to participate in the IETF.   

testing with vendors—all activities that they can highlight 
on their resumes. In return, the IETF would gain access to a 
pipeline of fresh participants. 

“!is is an opportunity to expose university students to 
the IETF at an early stage and show them that the IETF is 
something they can use to get ahead in the workplace,” said 
Kathleen Moriarty, cochair of the IETF’s Diversity Design 
Team, which proposed CodeMatch. “!e students would 
have the opportunity to dive into and understand really deep 
levels of Internet protocols. Letting them know that this ex-
perience could be an advantage to them is really important.” 

Moriarity, global lead security architect at EMC, said  
CodeMatch would provide an online repository in which 
IETF working groups could post code they need written. 
Students would participate in bake-o$ style competitions 
to write the code, which would be widely available as open 
source. 

“CodeMatch is an online matching service where IETF 
working groups could post needs for code, and where computer 
science students and researchers could "nd opportunities to 
write open source coding projects to burnish their resumes,” 
Moriarty explained. “It gives us an opportunity to make con-
nections with the open source community… Creating rela-
tionships between the IETF and the open source community 
is probably the strongest reason to go ahead with this.” 
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Idilio Drago, the latest recipient of the Applied Network-
ing Research Prize (ANRP) was in Vancouver to receive 

his award and present the research work for which he was  
selected. Idilio received his award for characterizing the traf-
"c and workloads of the Dropbox cloud storage system (Idilio 
Drago, Marco Mellia, Maurizio M. Munafo, Anna Sperotto, 
Ramin Sadre, and Aiko Pras. Inside Dropbox: Understanding 
Personal Cloud Storage Services. Proc. ACM Internet Mea-
surement Conference, November 2012, Boston, MA, USA.).

Presenting to the Internet Research Task Force open 
meeting, Drago gave a master class in reverse engineering 
in his talk titled, “Inside Dropbox: Understanding Personal 
Cloud Storage Services.” Drago recently received his PhD 
from the University of Twente in the Netherlands, and he was 
the fourth and "nal ANRP winner for 2013.

Drago and his coauthors’ analysis illustrates the consid-
erable volume of tra%c that cloud storage services now rep-
resent by total volume of tra%c on a campus network—up to a 
third of YouTube tra%c in one case. !eir work also identi"ed 
scalability problems resulting from system design choices. and 
they were able to observe these ine%ciencies being resolved by 
the developers during the course of their study. Downloads of 

&ORXG�6WRUDJH�'LVVHFWHG��$�9LHZ�,QVLGH�'URSER[ 
$SSOLHG�1HWZRUNLQJ�5HVHDUFK�3UL]H�ZLQQHU�SUHVHQWDWLRQ 
By Mat Ford

,GLOLR�'UDJR��$153�ZLQQHU��SUHVHQWV�KLV�ZRUN�RQ�FKDUDFWHUL]LQJ�WKH�WUDIILF�
DQG�ZRUNORDGV�RI�WKH�'URSER[�FORXG�VWRUDJH�VW\VWHP�

ABOUT ThE AppLIEd NETwORkINg RESEARCh pRIzE

7KH�$153�LV�DZDUGHG�IRU�UHFHQW�UHVXOWV�LQ�DSSOLHG�QHWZRUNLQJ�UHVHDUFK�WKDW�DUH�UHOHYDQW�IRU�WUDQVLWLRQLQJ�LQWR�VKLSSLQJ�,QWHUQHW�
SURGXFWV�DQG�UHODWHG�VWDQGDUGL]DWLRQ�HIIRUWV��7KH�JRDO�RI�WKH�SUL]H�LV�WR�UHFRJQL]H�WKH�EHVW�QHZ�LGHDV�LQ�QHWZRUNLQJ��DQG�EULQJ�WKHP�
WR�WKH�,QWHUQHW�(QJLQHHULQJ�7DVN�)RUFH��,(7)��DQG�LWV�UHVHDUFK�DUP��WKH�,QWHUQHW�5HVHDUFK�7DVN�)RUFH��,57)���HVSHFLDOO\�LQ�FDVHV�
ZKHUH�WKH\�ZRXOG�QRW�RWKHUZLVH�VHH�PXFK�H[SRVXUH�RU�GLVFXVVLRQ��

5HVHDUFKHUV�ZLWK�UHOHYDQW��UHFHQW�UHVXOWV�DUH�HQFRXUDJHG�WR�DSSO\�IRU�WKLV�SUL]H��ZKLFK�RIIHUV�WKHP�WKH�RSSRUWXQLW\�WR�SUHVHQW�DQG�
GLVFXVV�WKHLU�ZRUN�ZLWK�WKH�HQJLQHHUV��QHWZRUN�RSHUDWRUV��SROLF\�PDNHUV��DQG�VFLHQWLVWV�ZKR�SDUWLFLSDWH�LQ�WKH�,(7)�WKH�,57)��7KLUG�
SDUW\�QRPLQDWLRQV�IRU�WKLV�SUL]H�DUH�HQFRXUDJHG��

7KH�$SSOLHG�1HWZRUNLQJ�5HVHDUFK�3UL]H�FRQVLVWV�RI�

�� DQ�LQYLWHG�WDON�DW�WKH�,57)�2SHQ�0HHWLQJ

�� D�FDVK�SUL]H�RI�������86'�

�� D�WUDYHO�JUDQW�WR�DWWHQG�D�ZHHN�ORQJ�,(7)�PHHWLQJ��LQFOXGLQJ�DLUIDUH��KRWHO��UHJLVWUDWLRQ��DQG�VWLSHQG�

�� UHFRJQLWLRQ�DW�WKH�,(7)�SOHQDU\

�� DQ�LQYLWDWLRQ�WR�UHODWHG�VRFLDO�DFWLYLWLHV

�� SRWHQWLDO�IRU�DGGLWLRQDO�WUDYHO�JUDQWV�WR�IXWXUH�,(7)�PHHWLQJV��EDVHG�RQ�FRPPXQLW\�IHHGEDFN

their "nal paper are available online on the IRTF Web site at 
http://irtf.org/anrp.

!e selection committee for the 2014 ANRP awards  
has concluded sifting through the highest number of nomi-
nations to date. !e call for nominations for the 2015 award 
cycle will open in autumn 2014. Put it in your calendar now 
and submit your nominations when the time comes!  
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,(7)�2UQLWKRORJ\��5HFHQW�6LJKWLQJV
Compiled by Mat Ford

Getting new work started in the IETF usually requires a birds-of-a-feather (BoF) meeting to discuss goals 
for the work, the suitability of the IETF as a venue for pursuing the work, and the level of interest in 

and support for the work. In this article, we’ll review the BoFs that took place during IETF 88, including 
their intentions and outcomes. If you’re inspired to arrange a BoF meeting, please be sure to read RFC 5434:  
Considerations for Having a Successful Birds-of-a-Feather (BoF) Session.

,QWHUQHW�*RYHUQDQFH�8SGDWH��LJRYXSGDWH�

Description: !is meeting provided the IETF community with an opportunity to hear about and discuss some 
Internet governance developments, especially as they relate to protocol development in the WEIRDS working 
group (WG). !ere was also an update on proceedings at the Internet Governance Forum.
Proceedings: http://www.ietf.org/proceedings/88/minutes/minutes-88-igovupdate
Outcome: !e meeting generated a lively discussion about the evolving Internet governance landscape, the 
issues that people believe need to addressed, and where those issues have touch points with the IETF.

5)&�)RUPDW�'HVLJQ�7HDP�8SGDWH��UIFIRUP�

Description: !is will serve as a report out to the community and opportunity for discussion on the  
requirements for tool speci"cations for a revised RFC Format.
Proceedings: http://www.ietf.org/proceedings/88/minutes/minutes-88-rfcform
Outcome: !e RFC Editor provided an update on the progress of the RFC Format Design Team. !e  
community engaged in a detailed discussion of various open and ongoing issues. 

,QWHUQHW�ZLGH�*HR�1HWZRUNLQJ��JHRQHW�

Description: Internet-wide geo-networking concerns IP-layer extensions that allow source nodes anywhere  
in the Internet to disseminate packets to all/any node(s) with geographic location awareness within a speci"ed 
destination area. Use cases include environmental monitoring and vehicular networking.
Proceedings: http://www.ietf.org/proceedings/88/minutes/minutes-88-geonet
Outcome: More work is required to narrow the scope of this proposed activity so that it more closely aligns 
with IETF work. Another BoF meeting seems necessary to achieve that. Approximately 20 attendees expressed  
interest in working on documents on this subject.

+DQGOLQJ�3HUYDVLYH�0RQLWRULQJ�LQ�WKH�,(7)��SHUSDVV�

Description: !e perpass BoF was for discussion of the privacy prop-
erties of IETF protocols and concrete ways in which those properties 

could be improved. !e meeting was not intended to be a precursor 
to formation of a WG, but rather to, for example, discuss ways in 
which IETF protocols at any layer can be made more robust against 
pervasive passive monitoring. If subsequent protocol work is to be 
done in the IETF, it will likely happen in existing or new protocol-
speci"c WGs.

Proceedings: http://www.ietf.org/proceedings/88/minutes/minutes-
88-perpass

Outcome: A lot of good discussion including identi"cation of many 
potential work items for IETF, IAB, and others. !e threat model is fairly 

mature. Discussion will continue on the perpass mailing list (https://www.
ietf.org/mailman/listinfo/perpass).

6WDUOLQJ 
�6WXUQXV�YXOJDUXV�
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6HUYLFH�)XQFWLRQ�&KDLQLQJ��VIF�

Description: Network operators often  
utilize service functions such as 
packet "ltering at "rewalls, load- 
balancing, and transactional proxies 
(e.g., spam "lters) in the delivery of 
services to end users. Delivery of these 
types of services is undergoing signi"cant 
change with the introduction of virtual-
ization, network overlays, and orchestration.
Deploying service functions to support service delivery is  
currently both a technical and an organizational challenge  
involving signi"cant modi"cation to the network con"guration, 
impacting the speed at which services can be deployed, and  
increasing operational costs. Such services are typically imple-
mented by the ordered combination of a number of service functions 
that are deployed at di$erent points within a network. 
Today, common deployment models have service functions inserted on the data-
forwarding path between communicating peers. Going forward, however, there is a need to 
move to a model in which service functions—physical or virtualized—are not required to reside on the direct 
data path and tra%c is instead steered through required service functions wherever they are deployed.

For a given service, the abstracted view of the required service functions and the order in which they are to be 
applied is called a Service Function Chain (SFC). An SFC is instantiated through selection of speci"c service 
function instances on speci"c network nodes to form a service graph: this is called a Service Function Path 
(SFP). !e service functions may be applied at any layer within the network protocol stack (network layer, 
transport layer, application layer, etc.).
Proceedings: http://www.ietf.org/proceedings/88/minutes/minutes-88-sfc 
Outcome: !is meeting was very well attended. !e group of active participants have made considerable 
progress since their last meeting in Berlin (where they had a non-WG forming BoF). Lots of attendees  
volunteered to work on this topic and write documents. More work is required to de"ne key terminology and 
more discussion will be required on the mailing list. (Editorial note: !e Service Function Chaining working 
group was chartered on 20 December 2013).  

'HSOR\LQJ�VHUYLFH�IXQFWLRQV�WR�VXSSRUW�VHUYLFH�GHOLYHU\�LV�FXUUHQWO\�ERWK�D�WHFKQLFDO�
DQG�DQ�RUJDQL]DWLRQDO�FKDOOHQJH�LQYROYLQJ�VLJQL¿FDQW�PRGL¿FDWLRQ�WR�WKH�QHWZRUN�
FRQ¿JXUDWLRQ��LPSDFWLQJ�WKH�VSHHG�DW�ZKLFK�VHUYLFHV�FDQ�EH�GHSOR\HG��DQG�LQFUHDVLQJ�
RSHUDWLRQDO�FRVWV��

6QRZ\�2ZO 
�%XER�VFDQGLDFXV�
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2Q�VLWH�DWWHQGHHV�������

1HZFRPHUV�����

1XPEHU�RI�FRXQWULHV����

,(7)�$FWLYLW\�VLQFH�,(7)����
�-XO\�����±1RYHPEHU������

1HZ�:*V���

,(7)����$W±$±*ODQFH

%H�WKH�)LUVW�+RVW�RQ�<RXU�/$1�WR�5HFHLYH� 
the IETF Journal! 5HFHLYH� WKH� ODWHVW� HGLWLRQ� RI� WKH� ,(7)� -RXUQDO� DV� VRRQ� DV� 

LW�LV�DYDLODEOH²LQ�KDUGFRS\�RU�YLD�HPDLO��6XEVFULEH�WRGD\�DW��

�������KWWS���ZZZ�LQWHUQHWVRFLHW\�RUJ�LHWIMRXUQDO

����:DQW�LW�IDVWHU"�)ROORZ�WKH�#LHWIMRXUQDO�7ZLWWHU�VWUHDP�WR 
���������UHDG�WKH�DUWLFOHV�DV�WKH\�DUH�SXEOLVKHG�

:*V�FORVHG���

:*�FXUUHQWO\�FKDUWHUHG�����

1HZ�RU�UHYLVHG�,QWHUQHW�'UDIWV��,�'V�������

,(7)�/DVW�&DOOV�����

,QWHUQHW�'UDIWV�DSSURYHG�IRU�SXEOLFDWLRQ�����

5)&V�SXEOLVKHG����

���,(7)�����:*����,QGLYLGXDO�$'�6SRQVRUHG��� 
��,$%����,57)����,QGHSHQGHQW��

/LYH�DQG�6RFLDO�0HGLD�'XULQJ�WKH�7HFKQLFDO�3OHQDU\

<RX7XEH������PD[�FRQFXUUHQW�YLHZHUV������WRWDO�YLHZV�
E\�����SP

7ZLWWHU������WZHHWV�RQ��,(7)����H[SRVXUH�YLD� 
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