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Software-Defined Networking 
The Current Picture and Future Expectations
By Yuji Kamite and Yuichi Ikejiri

The topic of software-defined networking (SDN) has attracted a great deal of  
attention from service providers, enterprises, and industry associations. But a true picture of 

SDN has yet to emerge—despite today’s enthusiastic expectations.

From the Editor’s Desk
By Mat Ford

The 86th meeting of the Internet Engineering Task Force took place in sunny Orlando, Florida,  
U.S.A. IETF meetings are week-long affairs packed-full of interesting presentations and  

discussions—the IETF Journal can merely provide a snapshot of the proceedings and the people who 
helped make IETF 86 another great meeting. If there’s some aspect of IETF that you’d like to read 
more about, please let us know.

Our cover article this issue provides an introduction to what has become a very hot topic in  
networking circles lately: software-defined networking (SDN). The article presents an outline of the 
IETF’s current SDN work, and provides examples of related use cases. 

We also present articles on the most recent winner of the Applied Networking Research Prize, 
and the Internet Society panel event that debated the future of content rights on the Internet.  
Note that the call for nominations for the 2014 awards period of the Applied Networking Research 
Prize is open until 30 November 2013. Nominations can be submitted via http://irtf.org/anrp/2014/.

Of course this edition wouldn’t be complete without our regular columns from the IETF, IAB, 
and IRTF chairs, and coverage of hot topics discussed during the plenary meeting. For more details 
of the Internet Area of the IETF in particular, a Working Group summary report is available at 
http://wiki.tools.ietf.org/area/int/trac/wiki/IETF86.

As always, we are hugely grateful to all of our contributors. Please send comments and suggestions 
for contributions to ietfjournal@isoc.org. You can subscribe in hardcopy or via email at  https://www.
internetsociety.org/publications/ietf-journal/ietf-journal-subscription. 
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Message from the IETF Chair
By Russ Housley

IETF 86 was a well-attended, successful meeting. At last count, 1,071 people came  
from 51 countries to Orlando, Florida, to actively engage in making the Internet 

work better. I was thrilled to see so many people collaborating.

NBCUniversal and Comcast hosted IETF 86. The hotel facilities were very com-
fortable, and the social on Tuesday set a new bar for future hosts. IETF participants 
experienced the magic of the Wizarding World of Harry Potter at Universal Orlando 
Resort. Thanks so much for your support! 

For the third time, the Bits-N-Bites reception was held. The popular, Thursday evening event featured exhibit 
tables for sponsors, free food, and free drink, and sponsor tables were busy throughout the event. Comcast, 
Huawei, ICANN, ISOC, and Nominum sponsored tables. Thanks for supporting the Bits-N-Bites event.

Since IETF 85, two new working groups (WGs) were chartered and thirteen WGs closed. Between meetings, 
the Internet Engineering Steering Group (IESG) approved 95 Internet-Drafts for publication as Request for 
Comments (RFCs). The RFC Editor published 122 new RFCs, including 62 Standards Track, 4 Best Current 
Practices, 21 Experimental, and 34 Informational RFCs in the IETF Stream.

The beta test for xml2rfc Version 2 began on 18 January 2013. A few bugs have been reported, and most 
of them have been fixed. As a result, the default for xml.resource.org changed to version 2 on 9 March 2013.  
In case problems are encountered, Version 1 will be available for at least six months at http://xml.resource.org/
old.html.

Two companies demonstrated their commitment to the IETF by agreeing to host three meetings over the 
next nine years. One benefit of this agreement over the traditional hosting agreement is that companies can 
make annual payments instead of one big payment just prior to the hosted meeting—this makes budgeting 
easier.

•	 Cisco Systems agreed to host one meeting in Europe, one in Asia, and one in North America;  
to refresh the wireless equipment used at IETF meetings; and to continue to provide WebEX.

•	 Juniper Networks agreed to host one meeting in Europe, one in Asia, and one in North America.

Thanks so much to Cisco Systems and Juniper Networks! If your company is interested in signing a multiyear 
host agreement, please contact Drew Dvorshak at dvorshak@isoc.org.

It has been an honor to serve the community as IETF chair for the last six years. I have many fond memories 
and very few regrets. I am very pleased to pass the baton to Jari Arkko. NomCom did a great job—Jari has the 
right experience and the right temperament for the position. I’m confident that the community will give him 
the support he needs to be successful.

IETF 87 will take place in Berlin, Germany, 28 July–2 August 2013. Many organizations are already coop-
erating to host the meeting, and a few more are needed. Please watch the IETF website for more information. 
Scheduling information for the upcoming IETF meetings can always be found at http://www.ietf.org/meeting/. 
I look forward to seeing you in Berlin.  

Russ Housley, IETF Chair

The mission of the Internet Engineering Task Force is to make the Internet work better by producing high-quality and relevant 
technical documents that influence the way people design, use, and manage the Internet. See http://www.ietf.org.

Recent IESG Document and Protocol Actions

A full list of recent IESG Document and 
Protocol Actions can be found at  

https://datatracker.ietf.org/iesg/ann/new/
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Words from the IAB Chair
By Bernard Aboba

Closing the Circle

This will be my last update to the community as chair of the Internet Architecture 
Board (IAB). It was a busy two years for the IAB—including dealing with adminis-
trative aspects, such as the development and implementation of RFC Series Model 
v2,1,2 as well as the development of documentation and supplemental agreements3 
as part of the U.S. NTIA award of the IANA function contract to ICANN. In 
addition, during the last two years the IAB developed revised liaison relationship agreements with both the 
ITU-T4 and IEEE 802,5 and developed programs relating to aspects of the Internet’s technical evolution, such 
as privacy, internationalization and emergency services.

Over the last two years with the reorganization of the IAB and the implementation of the Program Model, 
the IAB improved its ability to simultaneously handle its administrative, liaison, and technical responsibilities.  
At the same time, with a new website, the hiring of Cindy Morgan as IAB administrative assistant, and the  
appointment of Mary Barnes as IAB executive director, the IAB expanded its ability to keep the community 
up-to-date on its activities.

As governments worldwide struggle to adapt to the technical, economic, and political forces brought to bear 
by the Internet, the need for the IAB to provide expert technical analysis and administrative oversight has  
never been greater. At IETF 86, the IAB selected Russ Housley as IAB chair—the leadership of the IAB is in 
very capable hands.

Appointments

In March, the nomcom announced its IAB appointments.6 Incoming IAB members include Russ Housley 
(former IETF chair), Andrew Sullivan, Eliot Lear, and Xing Li; outgoing IAB members include David  
Kessens, Danny McPherson, and Jon Peterson. The IAB thanks David, Danny, and Jon for their service. 

Prior to IETF 86, the IAB announced a Call for Nominations to the ISOC Board of Trustees,7 as well as for 
the IETF Liaison to the ICANN Board of Directors.8 Feedback on the nominees were made, interviews were 
scheduled and conducted, and the IAB made its selections, which will be announced shortly. 

With the conclusion of the World Conference on International Telecommunications (WCIT) and the 
update to the IETF/ITU-T liaison relationship document, the IAB announced that it will be scaling back the 
ITU-T Coordination Program.9 As a result of Eliot Lear’s appointment to the IAB, the role of IETF liaison 
manager to the ITU-T needed to be filled, and the IAB announced that it replaced Eliot with Scott Mansfield.10 
Scott’s appointment left his former position as Liaison Manager for MPLS open, and the IAB issued a call for  
volunteers for that position.11 The IAB also announced that Monique Morrow is stepping down as IETF  
liaison manager to the ITU-T for Next Generation Networking (NGN).12 On behalf of the Internet  
Community, the IAB thanks Eliot, Scott, and Monique for their service.

IETF 86

At IETF 86, the IAB organized several events relating to the technical, regulatory and policy challenges in-
volved in the transition of the Public Switched Telephone Network (PSTN) to IP. 

The IETF 86 Technical Plenary, organized by Hannes Tschofenig and myself, included the presentation,  
“Transitioning the PSTN to IP,” by Dr. Henning Schulzrinne, chief technical officer of the Federal Commu-
nications Commission.13 Dr. Schulzrinne noted that the transition from public switched telephone network  
(PSTN) to Internet protocol (IP), which is unlikely to include a cut-over date, includes three simultaneous  

Bernard Aboba, IAB Chair

The Internet Architecture Board is chartered both as a committee of the IETF and as an advisory body of the Internet Society. Its 
responsibilities include architectural oversight of IETF activities, Internet Standards Process oversight and appeal, and the appoint-
ment of the RFC Editor. See http://www.iab.org.

Continued on next page
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technology transitions: from copper to 
fibre, from wired to wireless, and from 
circuits to packets. In addition to tech- 
nical issues (i.e., reliability and quality,  
public safety (911 and 112 services),  
numbering and trustable identifiers, 
universal service, and expansion beyond  
voice), the transition involves economic  
and public policy considerations. As a  
supplement to Dr. Schulzrinne’s talk,  
which focused on the United States, the  
IAB provided a wiki covering PSTN  
transition issues occurring elsewhere in 
the world.14 (A detailed report on the   
plenary is available on page 14.)

In December 2012 the ITU-T held 
the World Conference on Telecommu-
nication (WCIT) in Dubai. WCIT-12 
focused on the update of International  
Telecommunication Regulations (ITRs),  
which were last updated in 1988. At  
IETF 86 Sally Shipman Wentworth  
presented a session on WCIT,15 with  
Joel Halpern and Ross Callon as  
moderators. As noted by the audience at  
the Technical Plenary, many of the  
issues arising at WCIT have also come 
up at debates within individual nations 
on the transition from PSTN to IP.

RFC Editor

Also during the IETF 86 Technical 
Plenary, Heather Flanagan gave an up- 
date on “RFC Series Format Require-
ments and Future Development,”16 which  
covers potential enhancements to the  
(request for comments) RFC Series 
format, such as support for Unicode, 
complex diagrams and other enhance- 
ments. The document,17 which had been  
discussed on the RFC-Interest list,18 was  
approved by the IAB for publication 
later in the week.19

IAB Programs

Several IAB Programs have completed  
major milestones since IETF 85. With- 
in the Internationalization Program,  
work was completed on “Principles for 
Unicode Code Point Inclusion in Labels 

Words from the IAB Chair, continued 

IAB Tech Chats

Recent Chats included a December talk  
on top-level domain (TLD) variants  
by Andrew Sullivan,28 and a February  
Tech Chat on the Internet Corpora- 
tion for Assigned Names and Numbers 
(ICANN)  by Thomas Narten.29 

Internet History

At IETF 86, the History birds of a 
feather (BoF) discussed preservation of 
historical records relating to the devel-
opment of the Internet. During the 
IETF 86 Administrative Plenary, a 
long-forgotten aspect of Internet history 
was discussed: the IAB debate over  
“The Internet of Salt Water Taffy.”30 The 
discussion, which continued despite a 
lengthy warning from John Klensin that 
the IAB could “muck up the Internet,” 
finally ended thanks to the decisive  
intervention of Russ Housley, who once 
again demonstrated that he can be rock 
solid in the most sticky of situations. 

in the DNS,”20 and “Issues in Identifier 
Comparison for Security Purposes,”21 
both of which were approved for pub-
lication as Informational RFCs within 
the IAB stream. Within the Privacy 
Program, “Privacy Considerations for 
Internet Protocols”22 completed IETF-
wide Call for Comment; discussion on 
the document (and next steps) takes 
place on the IETF Privacy mailing 
list.23 The IAB also approved publi-
cation of “Architectural Considerations 
on Application Features in the DNS” as 
an Informational RFC within the IAB 
stream.24 

The IAB adopted two documents 
as new work items: “Report from the 
IAB/IRTF Workshop on Congestion 
Control for Interactive Real-Time 
Communications”25 and “The IEEE 
802/IETF Relationship.”26 Also, “Af-
firmation of the Modern Paradigm 
for Standards” was published as RFC 
6852.27 

The IETF Journal honors the memory of Dr. Douglas C. Engelbart, noted computer and  
Internet pioneer, who passed away on 2 July 2013. Pivotal in defining computing as we know 
it today, he is perhaps best known as the creator of the computer mouse. 

Many of Engelbart’s most influential user-interface ideas were conceived and developed 
while at the Standard Research Institute (now SRI International) in the mid-1960s and 
1970s, when computers were primarily viewed as number-crunching tools and were largely 
inaccessible to individuals. His most notable work at this time regarded the challenges of 
human–computer interaction and culminated in a presentation by Engelbart and his team at 
the Fall Joint Computer Conference in 1968. Since dubbed the “Mother of All Demos,” the 
presentation used what he called the oNLine System (NLS) to illustrate how researchers 
could share information and store documents within an electronic library. The demo included 
text editing, as well as video conferencing, hypertext, and dynamic file linking—all using the 
mouse he had invented a few years earlier. 

The 1968 demonstration is widely accepted as having inspired a generation and as  
comprising the roots of what we do online today. Alan Kay, a cofounder of Xerox PARC, 
said later, “The demo was one of the greatest experiences of my life … It reset the whole  
conception of what was reasonable to think about in personal computing.” 

Engelbart went on to help the SRI lab host an early ARPAnet connection and to coor-
dinate the operation of the Network Information Center (NIC), which controlled early domain 
names. He obtained more than a dozen patents and, among a host of other recognitions, 
accommodations, and awards, was the recipient of the National Medal of Technology, the 
Lemelson-M.I.T. Prize, and the Turing Award.

 Dr. Douglas C. Engelbart, Computing Pioneer (1925–2013)
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As one sticky debate ended, others 
arose, including discussion of additional 
key words in RFCs (e.g., “MUST (But 
We Know You Won’t)”)31 and the archi-
tectural implications of faster-than-light 
communications.32 
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Meet Jari Arkko, New IETF Chair

The IETF Journal is pleased to introduce Jari Arkko, Ericsson expert in Internet 
architecture and the new IETF chair. As a way of sharing more about him and 

his vision for the post, we’ve excerpted here posts from of his newly created IETF 
Blog (http://www.ietf.org/blog/). 

Arkko conceived the blog “as an additional communications channel, a way 
to provide insight into what the chair is working on, and a way to solicit further 
feedback on what we at the IETF should be thinking about or doing.” He’s already 
used it to cover the IETF 86 event in Orlando, his hopes for the future of the IETF, 
and pressing topics of the day, such as increasing the diversity of IETF participants.  

In his first post,1 Arkko writes:

[I] am excited. Because I get to work with you, the people at the IETF. And because I think 
we keep working on interesting technologies that have a bright future. Such as networking 
smart objects or WebRTC, to name a couple of personal favourites. And I am grateful that 
I am allowed to do this work, for nomcom, and for Ericsson.

But it also strikes me that we are in a very different place than we were six years ago when 
Russ started his work, or when Brian Carpenter or Harald Alvestrand started their work 
a couple of years earlier. Back then we had serious problems on many areas. After the  
administrative restructuring, building a professional support organisation, setting up IT  
infrastructure, rewriting the datatracker, developing tools to support the IETF work, 
making the leadership work in much more transparent manner, and countless other  
improvements have made a significant change. It is not always easy to remember these 
changes, as they happen on long time scales, but the end result is that today it is much 
easier to work in the IETF than it used to be. So thank you Russ, previous chairs, all the 
volunteer tool developers, IESG, administrative director and committee, secretariat staff, 
IANA, RFC Editor and countless others for these improvements!

Not that there wouldn’t be challenges. There are plenty—otherwise our work would be too 
easy and boring. I’ll talk more about some of those challenges in future articles.

In a later blog post,2 he addresses some of the IETF’s current issues:

The Internet keeps facing both technological as well as societal challenges. The fast growth 
of the Internet makes scalability very important. New applications push the limits in other 
ways. And the enormous importance of Internet communications in our personal lives and 
economic activities makes the Internet also a part of legal and political interests. Retaining 
an open, one Internet while tackling many of these challenges is of utmost importance.

I am sure we will discuss the above at length in the future, in the IETF and elsewhere. But 
I wanted to focus on this article a little bit more narrowly on the IETF.

Here are some issues that need attention:

•	 Addressing the needs in important technical areas, such as real-time commu-
nication, the Internet of Things, or IPv6 deployment. Our highest priority is to 
produce timely, relevant, and high-quality standards. As long as the industry and 
users adopt our solutions, then we are on the right path. On many of these areas 
there is plenty of work left, however, as well as opportunities to take on more work.

•	 Identifying the new technical challenges that face us, such as power constraints 
(be it in datacenters or small devices). What are these challenges?

Jari Arkko, New IETF Chair

P
ho

to
: i

et
f.c

om
m

s



IETF 86 IETF Journal • July 2013 • Volume 9, Issue 1

7

•	 Evolving the participant base. As our topics change over time, so does the set of 
people with expertise on those topics. For instance, in the area of emergency com-
munications we have to find ways to interact with people from regulatory agencies. 
Similarly, the IETF has become very international, with document authors from 
60 countries. But there is still work left to make our organisation and leadership 
even more international and more diverse.

•	 Dealing with the age of “permissionless innovation.” Internet technology enables 
building applications in an easy manner, by anyone. And usually without any effect 
on the underlying Internet protocols—the part that IETF is about. And even 
where there is an impact, there is often an interesting tussle about what aspects 
need to be standardised (e.g., fully specified real-time communication protocols 
vs. frameworks such as WebRTC that can be used to build solutions). Finding the 
right balance between these types of approaches is important.

•	 It is not always easy  
to start new work at 
the IETF for various 
reasons. And “the end-
to-end delay,” time that 
it takes from proposing 
a BoF to having a WG 
and getting an RFC out 
is still very long. Even if 
we have improved how we handle specific smaller tasks, like approving an RFC, 
building an entirely new specification for a new problem takes a lot of time.

•	 The IETF process puts more weight in the final stages, and the role of the  
IESG is quite central. It would be better to push more of the review work to earlier 
stages. At the same time, this would reduce the load on the area directors. It is 
not always easy to find area directors willing to devote enough time to the task of  
being in the IESG.

•	 IETF’s process documentation is in the need of revision, in some cases even to 
bring documentation up to the state of currently used procedures.

We will see how these issues can be tackled. I do have an idea about some of the principles 
that we should employ in that, however. The first is continuous, incremental improvement. 
The second is transparency, keeping everyone informed about what is going on and calling 
for feedback. The third one is to focus. Fourth, running code and rough consensus. Code, 
interops, engineers. Publish and prune RFCs easily.

But enough about my thoughts. What I really want to know is, What do you think? What is 
troubling you at the IETF or Internet technology? What new technical challenges do you believe 
IETF should tackle? If you have comments, send them directly to me or post them to the 
IETF discussion list.

“I’ve just started this process,” says Arkko. “I look forward to speaking with each of you, to finding out what 
the importance of the IETF is for you, where we could improve, and what new things you think we should be 
working on.”

Follow Arkko and the work of the IETF by visiting http://www.ietf.org/blog/. 

References
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the IETF is for you, where we could improve, and what  
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Software-Defined Networking: A Current Picture and Future Expectations, continued from page 1

SDN also introduces the abstraction of lower network 
infrastructure functionality, which is well suited for the efficient 
development of new applications, and thereby promotes SDN  
as helpful in bringing innovative services to the market in  
a more timely manner. 

The basic concept of SDN spread  
following the emergence of OpenFlow, 
which is now one of the effective  
enablers, or candidate solutions, of 
SDN under industry consideration. 
One of SDN’s defining character-
istics is that it centrally places the  
intelligence of a network system (e.g., 
the intelligence is logically centralized 
by a so-called SDN controller). While 
this increases the flexibility of network 
utilization, it also keeps its complexity 
hidden from operators—which is why 
SDN is easy to operate and maintain. 
SDN also introduces the abstraction 
of lower network infrastructure func-
tionality, which is well suited for the  
efficient development of new appli-
cations, and thereby promotes SDN as 
helpful in bringing innovative services 
to the market in a more timely manner. 
SDN can realize all of this in a cost- 
effective manner (capital expenditure/
operating expenditure).

From a technical point of view, some 
argue that an essential aspect of SDN 
is the separation of a network device’s 
control-plane from its data-plane. If one 
looks at the architecture of OpenFlow, 
this is a fairly distinct and easily com-
prehensible feature. However, when one 
considers the general goals of SDN—to 
simplify network operations, to deploy 
innovative services with increased  
velocity, and to lower costs—other 
aspects may arise. While these general 
goals are commonly recognized, there  
also exist a variety of other proposals  
and technical points of focus regard-
ing SDN, such as investigating how  
to support coexistence with existing  
devices. For this reason, it is of utmost 
importance that a wide survey is  
conducted to establish a common idea 
of SDN’s architectural direction.

This article presents an outline of 
the IETF’s current SDN work, and 
provides examples of related use cases.

IETF Activity with SDN

The IETF is investigating models of 
SDN for feasible technical approaches. 
At IETF 86 in Orlando, Florida, an 
SDNRG (IRTF SDN Research Group) 
session included several presentations 
devoted to different candidate solutions. 
The session covered the analysis of 
OpenFlow, as well as a wide variety of 
other related topics—including network 

function virtualization1 (NFV), which 
involves leveraging the virtualization 
technology of network equipment.

There was also an introductory pre-
sentation of forwarding and control 
element separation2 (ForCES), a con-
ceptually similar protocol to OpenFlow. 
It is hoped that this comprehensive 
study will enable SDNRG to provide 
input on the design of protocol, network, 
and service, and will accelerate detailed  
discussion.

Simultaneous to SDNRG’s study, 
other IETF Working Groups have 
started their own efforts in SDN: 

•	 In SDN, intelligent programma-
bility to the network is expected. 
But until now there have been no 
standard interfaces between the 
SDN controller and IP routers. The  
Interface to Routing System3 
(I2RS) WG was formed to meet 
requirements, such as the dynamic 
manipulation of state routing infor-
mation, and held its first face-to-
face meeting at IETF 86. 

•	 SDN’s logically centralized man-
agement model requires existing 
technologies to take into account 
additional enhancement. For ex-
ample, in IP/MPLS, there already 
exists a standard technology, path 
computation element4 (PCE), that 
can find optimal label switched 
paths (LSPs). But because the 
original PCE specification was not 
sufficient (the LSP state could not 
be monitored or changed by the 
controller side), a new extension, 

stateful-PCE, is being proposed to 
overcome it.

•	 The separation of control-plane 
and data-plane is effective for the 
seamless operation of a computing 
and network infrastructure. The 
Network Virtualization Overlays5 

(NVO3) WG is active in discussing 
Data Center Virtual Private Net-
works—VPNs across a number of 
virtual machines (VMs). Collabo-
rating with L2VPN and L3VPN 
WGs, NVO3 is proposing an  
architecture in which control-
planes (e.g., BGP, XMPP) are 
decoupled from data-planes (e.g., 
MPLS, NVGRE, VXLAN). This 
architecture is expected to support 
a high level of scalability in the 
multitenant datacenter network. 
(According to the WG’s charter, 
there are a few thousand to several 
million VMs running on greater 
than 100,000 physical servers.) 

•	 SDN gives a centralized view of 
network topology. In this context, 
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Figure 1. Use Case of an Automated Cloud and WAN VPN Interconnection

In addition to standardization 
activity, new service scenarios 
and use cases are being 
studied, mostly driven by the 
industry’s high expectations  
of SDN.

application-layer traffic optimi-
zation6 (ALTO) can be placed at 
the controller side, which collects  
abstracted topology data and pub-
lishes service endpoints. PCE 
might have similar applicability. 
A new protocol extension of BGP, 
BGP link state7 (BGP-LS) is seen 
as a new interface for network  
devices to advertise their link-state 
and traffic-engineering informa-
tion to the controller side. 

In addition to standardization  
activity, new service scenarios and use 
cases are being studied, mostly driven 
by the industry’s high expectations of 
SDN. Following are some examples.

Automated Interconnection 
between Cloud and WAN VPN

SDN, especially OpenFlow, has already 
been used in a carrier’s production 
network to provide virtualized net-
working for cloud service (e.g., global 
carrier NTT Communications is pro-
viding Enterprise Cloud computing 
clients using OpenFlow). In this case, 
the Layer-2 network such as VLAN, is 
dynamically controlled by the SDN con-
troller. The virtualized network is also 
extended to interdatacenter connection 

services for data migration without IP 
renumbering, and for bandwidth provi-
sioning/deprovisioning on demand.

A potential use case of SDN as an 
expansion for WAN-area beyond the 
cloud datacenter would be the inter-
connection between the BGP/MPLS 
IP-VPN (RFC 43648) network and the 
virtualized network in the datacenter. 

SDN can set up this interconnection 
automatically. The benefits for cus-
tomers include use of Infrastructure-as-
a-Service (IaaS) resources via IP-VPN 
on demand; and for carriers to provide 
such a connection without any manual 
operation of the configuration. 

Currently, a typical connection 
mechanism between a datacenter 
network and an IP-VPN network may 

be Inter-AS Option-A of RFC 4364. 
In this case, virtual routing and for-
wardings (VRFs) are configured at both 
border routers and VLANs are used for 
the tenant separation in the data-plane 
in the connection. One example of 
SDN usage in the connection is to use 
Inter-AS Option-B of RFC 4364, in 
which case Mp-BGP peer is established 
between the SDN controller in the 
datacenter and the border router of the 
IP-VPN network. The VPN route in-
formation with MPLS labels and route 
targets is exchanged via the BGP peer. 
In the case that VLAN is used as the 
virtualized network in the datacenter, 
the MPLS label and VLAN-ID are 
converted in the data-plane associated 
with the IP-Prefix that an arriving 
packet has, and OpenFlow protocol 
is used to push the flow information 
at the gateway switch. OpenFlow 
protocol 1.3.X9 is the latest Open 
Flow version and supports such flow 
information in matching and action  
instruction. For example, when a packet 
arrives from a datacenter at the gateway 
switch, it does match VLAN-ID and 
IP-Prefix and can push the MPLS 

Continued on next page
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Figure 2. Use Case of Dynamic Resource Sharing

label associated with the combination 
based on the VPN route information 
obtained from the BGP peer. When a 
packet arrives from the border router 
at the gateway switch toward a data-
center, it matches the MPLS label and 
pushes the VLAN-ID associated with 
the MPLS label (see figure 1). In this 
type of SDN architecture, every imple-
mentation is covered by standardized 
protocols only—making it very flexible 
and vendor neutral. 

Dynamic Resource Sharing  
in the Network

Until recently, the IP/MPLS network 
settings of tunnel LSPs to carry user’s 
traffic were statically and manually 
configured at routers. As a result, it 
was technically difficult to deal with a 
scenario in which source-destination 
pairs of LSPs frequently changed. 
SDN’s logically centralized approach 
has the capability to solve this kind of 
technical challenge.

In this use case, RSVP-TE LSPs are 
dynamically created and deleted on the 
specified time, bandwidth, and source/
destinations by the operator. The SDN 
controller monitors the traffic amount 
and utilization of the network infra-
structure in real-time, and then controls 
MPLS edge routers so that RSVP-TE 
is signaled accurately at the specified 
timing. The benefit of this scheme is 
that multiple users can share the same 
physical network resources on a time-
specific basis. From the end user’s view, 
bandwidth-assured leased lines may be 
reserved during a particular time period 
or immediately provided on-demand. 
Because network resources are allocated 
only when they are needed, both users 
and operators can utilize networks more 
efficiently, thereby contributing to a re-
duction in capital expenditure. 

Technically, this use case needs 
to manage a network node’s time-
triggered and/or ephemeral state (unlike 
initial configuration, a state that is  

not persistent and can be changed  
frequently) regarding LSP control.  
Solutions should support intelligent and 
customizable programmability on the 
controller side to quickly facilitate the 
creation of differentiated services (see 
figure 2). 

Future Expectations

SDN, by its nature, is oriented toward 
joining different pieces of technology 
via the orchestration mechanism of a 
logically centralized controller. In fact, 
a unique SDN protocol does not exist—
users must combine various tech-
nologies. Therefore, in consideration of 
the technical solutions of SDN, it will 
be increasingly important to study the 
end-user’s benefit from a systemwide 
perspective to ensure the final config-
uration supports the user’s objectives. 
A similar focus will be required with 
regard to potential standardization  
activities by the IETF.   
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From an implementation point of 
view, imagine that this could be done 
in the web page with only a few lines of  
JavaScript.

Now, stop imagining. Because this 
is exactly what is possible today in the 
work of multiple standards and devel-
opments efforts that fall under the 
overall name of “WebRTC.”

With WebRTC, real-time commu-
nications (RTC) capabilities are being 
built directly into web browsers. For 
those who remember the very early days  
of the Web, there was a time in 1993 
when the Mosaic browser was released  
with the ability to add images to a web  
page. The Web went from being a text- 
only medium to having a visual com- 
ponent. For the first time you could  
have both text and images on the same 
page, and the Web changed dramat-
ically and became what we know today.  

Now, 20 years later, browser vendors 
are adding a standardized component  
that enables real-time communications 
 via voice, video, chat, and data exchange.  
At the time of this article, this RTC layer 
is already available in Google Chrome, 
Mozilla Firefox, and even the Google 
Chrome Beta for Android. Microsoft 
is working on implementing a version 
of WebRTC in Internet Explorer, and 
other vendors and startups are providing 
WebRTC-enabled browsers, as well.

We’ve had voice, video, chat, and 
gaming in web browsers in the past, of 
course, but they’ve typically required  
installation of some type of plugin. 
Even then, you could only communicate 

with people who also had installed that 
same plugin. And if you switched to a 
different computer or browser you had 
to reinstall the plugin to use it again. 
The actual plugins have had various  
security challenges, and generally have 
not provided a seamless user experience.

With WebRTC, all of that moves into 
the web browser itself and is exposed 
to developers through a simple set of  
JavaScript APIs.

The beauty of this approach is that 
WebRTC is enabling “regular” web  
developers to build applications that  
incorporate voice, video, chat, and data  
collaboration. Developers no longer 
need a deep understanding of voice-
over-IP (VoIP) or telecommunications  
to make WebRTC apps. In fact, there  
are now many WebRTC-related services 
that enable a developer to simply  
copy and paste JavaScript code into 
their web page to get started. Addition- 
ally, the WebRTC security model can  
work with existing web identity systems  
such as OAuth, thereby not requiring  
developers to learn yet another identity 
system. The data channel, too, allows for 
peer-to-peer communication between  
browsers versus the traditional client- 
server model—not necessarily requiring  
additional centralized servers and services.

The result of all of this has been an 
explosion of new WebRTC applica-
tions, services and startups. A quick 
web search will show you the vast  
range of sites related to WebRTC. A 
fascinating aspect is that developers 
have already moved beyond simple 

voice and video calls and into using 
WebRTC components for games, peer-
to-peer streaming, and browser-based 
content distribution networks (CDNs). 
Now that the building blocks are out 
there it will be interesting to see what  
developers start creating.

From a standardization point of view, 
what we broadly call WebRTC is being 
standardized in both the IETF and 
the W3C. Essentially, the RTCWEB 
working group within the IETF is 
standardizing the protocols and mech-
anisms used in the RTC communi-
cation between the browsers, while the 
WebRTC working group within the 
W3C is standardizing the APIs used 
by developers to communicate with the 
RTC components inside the browsers.  

To learn more about the work of the 
RTCWEB working group, you may 
want to start with these Internet Drafts:

•	 draft-ietf-rtcweb-overview

•	 draft-ietf-rtcweb-use-cases- 
and-requirements

•	 draft-ietf-rtcweb-security

•	 draft-ietf-rtcweb-security-arch

Other relevant drafts can be found at 
http://tools.ietf.org/wg/rtcweb/

The RTCWEB mailing list is very 
active and there is still a great amount  
of work that needs to be done. While 
the OPUS codec has been chosen as 
mandatory-to-implement for audio 
communication, there is a fierce and 
ongoing debate about standardizing a 
video codec. There are alternatives being 
proposed for some methods of signaling, 
and identity and firewall issues yet to  
be completely resolved. As new uses are 
found, other topics will undoubtedly be 
raised. Some potential problems remain 
that could limit the success of WebRTC.

A great aspect of the RTCWEB 
work, however, is that we do have many 
instances of running code, so the debates 

WebRTC: Moving Real-Time 
Communication into the Web Browser
By Dan York

Imagine that you could open your web browser, click on a link or a button, and 
start a voice/video conversation with a friend or play a multiplayer game without 

requiring the installation of an external plugin—no Flash, no Java, no any other 
plugin technology. Now imagine that this same conversation or game involves high-
quality, wideband audio, HD video; has a chat component, as well as a way to share 
data; and is entirely secured by encryption.

Continued on next page 
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Internet Society Panel Debates 
Rights for Content Creators
By Carolyn Duffy Marsan

Whether or not the Internet engineering community should create a standard 
mechanism for content creators to articulate how they want their original 

works to be used by others online was the topic of a panel discussion sponsored by 
the Internet Society in March.  

networking and distribution at  
NBCUniversal, said there has been a 
major shift away from the perception 
of Internet users as solely consumers of 
professionally created content toward 
one of users themselves as content 
creators. 

“There are channels to enable the 
posting of content, but no way to 
identify that the content is mine and 
what others are allowed to do with it,” 
Deen said. “What we’ve failed to do as 
engineers is to allow people to do the 
right thing if they want to… Instead 
of focusing on the use case of how 
do I prevent someone from using my 
content, the new question is: How do 
we enable the guy who wants to do the 
right thing with my content? That’s the  
infrastructure we need to figure out.” 

Leif Johansson, a panelist who leads 
the Swedish University Academic 
Identity Federation, expressed concerns 
about a world in which content creators 
are always identified and there exists 
neither privacy or anonymity.

“Think of a library that not only iden-
tifies me when I check out a book, but 
knows what books I’ve been looking at. 
That’s probably something we want to 

“The culture is such that once you’ve 
got your digital fingers around a piece 
of content, you can and will do whatever 
you want with it,” said moderator Leslie 
Daigle, chief Internet technology officer 
for the Internet Society (ISOC). “What 
you should or shouldn’t do is a matter 
completely outside the realm of the  
Internet.”

Daigle posed questions to the panel 
of experts about the technical feasibility 
of content creators establishing online-
use preferences for their work and 
the possibility of law-abiding citizens  
finding these preferences. 

“Assuming we want to do something 
more fine-grained about capturing 
content makers’ intentions, what is it 
we want to do?” she asked. “Certainly 
we want to express intended rights. But 
would they be carried with the content 
or looked up on some server? Either 
way, we probably need some notion of 
authentication and integrity.”

Daigle urged the panel to avoid the 
topics of digital rights management 
and enforcement. She pointed out that 
the IETF has worked in related areas, 
including uniform resource names 
(URNs), uniform resource character-
istics (URCs), and metadata—and that 
none of these efforts resulted in a widely 
used standard. 

“We may ask ourselves if there is  
sufficient interest in trying to assign or 
understand the rights associated with 
digital content,” she said. “Maybe now 
we can find some of those narrowly 
defined use cases and move this whole 
program forward.”

Panelist Glenn Deen, director of  
Audience members at the IETF 86 Internet 
Society panel discussion 

are being fueled by actual examples and 
real implementations and deployments. 
If you get a chance to visit one of the 
RTCWEB working group sessions at 
an IETF meeting, it’s highly likely that 
you’ll see some demonstrations along 
with the usual slides and discussions.  

The RTCWEB working group is 
open to all and is a great way to start 
learning about how the IETF works 
(assuming you don’t mind a high volume 
of email). Combined, the work of the 
IETF’s RTCWEB working group, the 
work of the W3C’s WebRTC working 
group, and the active WebRTC imple-
mentations of multiple browser vendors 
are creating a new Web—one in which 
real-time communications are part of the  
core fabric available to all. It’s an exciting  
time and we don’t know what may emerge. 

Learn more

•	 IETF RTCWEB Working Group,  
http://tools.ietf.org/wg/rtcweb/
charters

•	 RTCWEB Documents,  
http://tools.ietf.org/wg/rtcweb/

•	 RTCWEB List, https://www.ietf.
org/mailman/listinfo/rtcweb

•	 W3C WebRTC Working Group, 
http://www.w3.org/2011/04/webrtc/

The following links offer tutorials, 
demonstrations and code samples:

•	 IETF RTCWEB Cochair Cullen 
Jennings’ tutorial on WebRTC: 
http://www.youtube.com/watch? 
v=Yf3eNciKddc

•	 Google’s Justin Uberti WebRTC 
presentation at Google I/O: 
http://www.youtube.com/watch? 
v=p2HzZkd2A40; slides: http://
io13webrtc.appspot.com/

Google’s Chrome Team operates the 
website, webrtc.org, and there exist very 
active WebRTC discussion commu-
nities in Google+, Facebook, and other 
social networks. 

WebRTC: Moving Real-Time Communication  
into the Web Browser, continued
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Internet Society Panel participants Peter Saint-Andre (left), Leif Johansson (middle), and  
Glenn Dean (right)

take a step back from,” Johansson said. 
“There’s a connection between privacy 
and content production that we should 
explore because it may help us solve 
80 percent of content and privacy  
protection.” 

Johansson said that privacy should be 
a recognized aspect of content publi-
cation. “I’m publishing my information 
to certain recipients, and I want them to 
use it the way that I want them to use 
it,” he said, adding that a protocol that 
enables this could create new business 
opportunities. 

Cisco engineer Peter Saint-Andre 
encouraged ISOC to engage in educa-
tional outreach so that Internet users 
understand that when they blog or post a 
picture, it may show up somewhere else, 
somewhere that they never intended. 

“More and more people are digi-
tizing things and putting them on the 
Internet—and a stream of bits is easily 
copied,” Saint-Andre said. “People don’t 
understand what they’re doing when 
they post things online, so it’s difficult 
to glean what their intentions may be.” 

Daigle asked the panelists what the 
IETF’s next step in this area should 
be. They converged around the idea of  
making it technically possible for 
content users to (1) express their inten- 
tions, and (2) ensure privacy controls. 

Deen urged the IETF to begin its 
efforts with use cases. “We need to focus 
on the positive—on enabling usage—
not on disabling usage,” he said. “If you 
create those use cases, it will start ad-
dressing the whole spectrum of content 
creation—from cat videos to high-
quality YouTube videos to the profes-
sional content of studios and networks… 
It’s not a matter of them or us; it’s  
everybody.”

Saint-Andre predicted that enforce-
ment will remain an issue no matter 
what type of mechanism the IETF 
creates. “Even if you have some sort of 
metadata or an association with some 
sort of Creative Commons license, there 

is no guarantee that it will be respected,” 
he said. “It’s hard to manage expec-
tations in the world we are in.” 

Deen suggested that the IETF 
consider the entertainment identifier 
registry (EIDR), a unique identifier 
system being created for movie and  
television assets. Deen believes that 
EIDR “solves part of the problem. If 
I have an identifier, I can start tacking 
data onto that identifier… But it still has 
a lot of problems.”

creator or consumer, there will be parts 
of the world where it will not work.” 

Johansson said that the “minimality 
principal” in handling identifiable  
information is well established, such 
that content creators don’t reveal more 
than necessary to make the system 
work. He argued in favor of an approach 
in which content creators not only reveal 
information about themselves, but also 
express their intent for that information. 
“That aspect of privacy management has 
a better chance of working because it 
actually enables third-party business 
models,” he added. 

Panelists fielded questions from 
the audience regarding whether or 
not content identifiers should be per-
sistent and travel with content, and if 
a mapping technique should be used to 
relate content to a creator’s permanent 
identifier. They discussed the role of 
Facebook as the de facto identifier for 
many Internet users today. And they 
shared stories about content creators 
who’ve had their works picked up and 
capitalized on by others yet derived no 
profit from it.

“The big motivator may be for people 
to learn what happens when their photo 
gets picked up for an ad campaign and 
they don’t get compensated,” Deen said. 
“There are also success stories that may 
motivate people to learn how to market 
their content and get paid for it. They 
just might say they want in on that 
game.”  

Johansson said that privacy 
should be a recognized aspect 
of content publication. [A]dding 
that a protocol that enables 
this could create new business 
opportunities.

Johansson argued that metadata “is 
never going to work. The approach must 
be to find some kind of identifier and 
have statements about those identifiers, 
rather than statements in the content 
itself.”

Saint-Andre proposed an identifier 
for content, as well as an identifier for 
the creator, and for finding a way to 
hash the two together. He added that 
some creators may want anonymity. 

“But always with privacy,” Deen 
added. “If we develop a solution  
assuming that I want to reveal every-
thing about myself all the time as either 
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Henning Schulzrinne, chief technology officer, 
U.S. Federal Communications Commission

The Demise of POTS: An Internet 
Engineer’s Perspective  
By Carolyn Duffy Marsan

The pending demise of plain old telephone service (POTS) will result in  
the Internet engineering community grappling with upcoming technical  

challenges and possibly writing new standards, according to Henning Schulzrinne, 
chief technology officer for the U.S. Federal Communications Commission. 

Schulzrinne discussed this issue at the 
technical plenary of the IETF meeting 
in Orlando, Florida, this past March. 

As the world migrates from telephone 
service to Internet service as its primary 
means of communication, the reliability 
and quality of IP-based communications 
must be improved—particularly with 
regard to public safety and emergency 
calling, Schulzrinne said. Additional 
issues that are emerging include the 
need for new personal identifiers to 
replace telephone numbers, and a new 
interpretation of universal service.

The end of POTS “touches a fairly 
large industry and hundreds of millions 
of people,” said Schulzrinne. “[Tele-
phony] has been the foundation of most 
developed countries’ communications 
policy for more than 100 years.” 

reliability of traditional telephone net-
works and are not yet ready for the  
lesser reliability offered by voice-over-IP 
(VOIP), mobile, and IP networks. 

The shift presents a policy issue 
around universal service. Universal 
service has been a core aspect of U.S. 
communications policy since 1907, 
when, explained Schulzrinne, “there 
was a universal right and an obligation 
for society to provide basic communi-
cations facilities to everybody regardless 
of geography and income.” 

Schulzrinne said three key transi- 
tions are happening at the same time:

1. A shift from time-division  
multiplexing to Internet protocol 
(IP) for voice communications 

2.  A convergence of mobile and 
landline networks, including fiber 
and copper infrastructure 

3. A gradual decline in the use of 
telephone numbers, which have 
been key identifiers for people

“When will phone numbers go away? 
That’s unlikely for any foreseeable 
future… but they may be less visible 
because most of us will click on entries 
in an address book,” said Schulzrinne. 

One development that is promoting 
the shift away from POTS towards IP 
networks is users engaging in texting 
and video conferencing more than 
they make traditional telephone calls. 
In addition, core networks are being 
upgraded from telephone signalling 
protocols, such as Signalling System 
No. 7 (SS7), to the IETF’s session ini-
tiation protocol (SIP), which also boosts 
this transition. As more private branch 
exchanges and other telephony devices 
support SIP, there will be no more need 
for a separate voice network. 

This shift presents a challenge: aging 
copper loops require a major investment 
on the part of carriers in the upgrade to 
fiber infrastructure. As users move from 
wired networks to wireless networks, 
there remain fewer users to bear the 
cost of these infrastructure upgrades. 
This is especially true in rural areas, 
said Schulzrinne. In addition, users 
have grown accustomed to the high  

Schulzrinne argued that high-speed 
Internet service must be universally 
available—with voice, video, and text-
based communications available to all. 
“It needs to be available regardless of 
geography, income, or disability,” said 
Schulzrinne. “It cannot be a communi-
cations medium available only to rich, 
urban people. It has to be affordable.”

There is also an obligation to provide 
IP-based, public-safety services on 
par with traditional 911 service to all. 
“911 facilities need to be redundant 
and survivable even in power outages,” 
said Schulzrinne. “Overall, we need to 
maintain the quality level that we have. 
We don’t want to be worse than that.” 

A lack of universal Internet service 
has widespread policy implications, said 
Schulzrinne. For example, the Centers 
for Disease Control uses telephone 
polling for a variety of public health issues  
including AIDS, and is concerned about 
its ability to reach people when landline 
phones are no longer available. 

The Centers for Disease 
Control uses telephone polling 
for a variety of public health 
issues including AIDS, and is 
concerned about its ability to 
reach people when landline 
phones are no longer available.
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Indeed, telephone numbers  
are exploding in volume—the 
United States currently uses 
750 million telephone numbers 
for 300 million people. “We’re 
assigning telephone numbers 
to all sorts of things that didn’t 
need them before,” said 
Schulzrinne. 

A related problem is that telephone 
numbers will no longer be primary 
personal identifiers for U.S. citizens. 
Schulzrinne explained that many  
government services are tied to the 
idea of each person being identified 
by a telephone number. It is uncertain 
whether or not URLs, domain names, 
IP addresses, or other identifiers such as 
Facebook identities, can substitute for 
telephone numbers. 

“For these reasons, and simply because 
of human familiarity, it’s likely that 
telephone numbers will remain with us 
for at least another decade or two,’’ said 
Schulzrinne. 

Indeed, telephone numbers are  
exploding in volume—the United States 
currently uses 750 million telephone 
numbers for 300 million people. “We’re 
assigning telephone numbers to all 
sorts of things that didn’t need them 
before,” said Schulzrinne. “For example, 
Kindles, OnStar platforms, and parking 
meters all likely need or will need 
telephone numbers.” 

Ericsson standards advisor Glenn Parsons 
spoke about the rising use of media  
access control (MAC) addresses, and 
whether or not the Internet engineering 
community should change the way these  
addresses are assigned. Parsons is chair 
of the IEEE Registration Authority Com-
mittee, which oversees MAC address  
assignments. 

Parsons has submitted a draft to the  
IETF entitled OUI Registry Restructuring, 
and outlining many of the issues discussed 
at the technical plenary. The term organiza-
tionally unique identifier (OUI) refers to the 
first 24 bits of a MAC address, as defined by 
IEEE standards. 

“We don’t want to run out of globally  
assigned MAC addresses in 100 years,” 
Parsons said. “We’re 30 years into it and 
have assigned 20,000 OUIs—less than  
1 percent of the space. Even though we’re 
doing well, the volume of assignments is 
increasing as people gain mobile phones, 
tablets, and the like. Some vendors use 
more than 32 million MAC addresses a 
month, and the rate is increasing. In addition, 
virtualization means that the MAC address 
is now also used by software, whereas  
traditionally one MAC address was used 
per hardware device.”

According to Parsons, if current growth 
rates continue we will run out of OUIs in 26 
years. The IEEE is looking into the following 
ways to extend that timeline:

•	 Allow virtualization environments  
to reuse MAC addresses between  
data centers (currently not permitted 
under IEEE rules)

•	 Create a new protocol (like the dynamic 
host configuration protocol) that would 
temporarily assign OUIs and MAC  
addresses to virtual machines

•	 Create a new, 128-bit identifier  
specifically for virtualized environments 

“We are looking for IETF community input 
about whether or not these proposals will 
break anything,” Parsons said. “We believe 
nothing will be affected; however, we want 
to be sure.”

Parsons said the IEEE planned to imple-
ment the new OUI and MAC address rules 
in 2014, and asked that comments be  
submitted by mid-2013. 

MAC Address Assignments Debated
Other areas in which the IETF 

can aid in the transition to IP-based  
voice communications include request 
for comments that explain how to build  
interoperable systems for exchanging  
voice calls and how to handle emergency  
calling. Work also is needed in the area  
of measuring reliability for IP networks.

“With the telephone network, we 
have five nines of availability, which 
is five minutes of outage allowed per 
year,” Schulzrinne said. “Carriers need 
to report any large-scale outage. But 
how do you measure reliability in IP 
networks? This is something that the 
LMAP (large scale measurement of 
access network performance) group is 
exploring.’’ 

During the Q&A, Schulzrinne  
explained that there’s no cut-over date 
for the POTS network. Instead, the 
transition will be gradual with one 
key aspect of the transition occurring 
this year, when, for the first time the 
number of residential POTS lines falls 
below the number of business lines. 

One audience member pointed out 
that the public switched telephone 
network (PSTN) functions even when 
the power goes out, while IP networks 
do not. A discussion ensued about how 
to improve the power robustness of IP 
networks, which Schulzrinne said has 
become a critical issue since Hurricane 
Sandy.

When asked if the FCC will mandate 
quality of service for IP networks, 
Schulzrinne said the preference of  
regulators is to use competition to pit 
ISPs against each other in an attempt  
to prompt them to improve reliability. 
“The measurement of broadband  
services is so consumers know which  
providers to choose,” he said. “We hope  
the cream of the network crop rises to  
the top, and you have networks that  
are more reliable… We want networks  
that have reasonable architecture to  
survive predictable disasters, storms, 
[and the like].”  

Whatever emerges in the IP-only 
world as a replacement for telephone 
numbers, we must have trusted iden-
tifiers with two-factor authentication, 
Schulzrinne said, pointing out that this 
is an area where the IETF can contribute 
standards. “We need a much better IP-
based system to map telephone numbers 
to all kinds of other pieces of infor-
mation.” 
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The NIC collection at CHM is 
perhaps the biggest archive of early 
networking history around, nearly 350 
boxes spanning the gestation of the 
ARPANET to the expansion of the  
Internet in the 1980s. While it includes 
printouts of naming-oriented 1970s 
mailing lists, such as the early years of 
the Namedroppers Working Group, as 
well as many host tables, the discussions 
that created the .AT domain came too 
late—when people no longer routinely 
printed out emails. There are some 
ancient backup tapes, but it’s not clear 
yet if they are readable or contain the 
right data. The origins of .AT are quite 
likely gone forever. 

That’s not an isolated incident.  
CYCLADES was an early 1970s 
French network that pioneered several 
aspects of internetworking. It is 
doubtful that any of the software that 
made it run is still around. 

Years after making the famous 
ARPANET interface message pro-
cessors (IMPs), Bolt, Beranek, and 
Newman, Inc. (BBN) pioneered the 
router business before Cisco took it 
over. Few records survive. 

In 1980, Tim Berners-Lee wrote 
Enquire Within, the hypertext infor-
mation system which led directly to his 
later invention of the Web. The only 
known remnant is a smudged photo-
copy of the source code.

Even the NIC collection itself 
came a hair’s breadth from oblivion—
twice. When Doug Engelbart left SRI 
(SRI International) and again when  
the NIC project ended, Jake literally  

saved the archives from the dumpster. 
She kept all 350 boxes in her own garage 
for many years before the Computer 
History Museum opened nearby. 

What if you held a revolution that 
changed all the ways we share and 
transport information—from books to 
news to personal messages—and nobody 
remembered quite how it started? That’s 
the risk we’re facing now. The digital 
nature of that revolution may even help 
erase its origins, like a snake eating its 
own tail. 

The fact is, a growing number of insti-
tutions do permanently preserve records 

of networking history. But the people 
who have the materials often don’t know 
that, or how to find and approach those 
repositories. 

At the IETF 86 in Orlando, I chaired 
a packed Birds of a Feather session on 
Networking History. The idea for a BoF 
came from Jake Feinler, who helped 
me lead the session, and we had critical  
assistance from networking pioneer and 
IETF veteran Dave Crocker. The then-
IETF chair, Russ Housley, generously 
gave us a 90-minute slot.

Avoiding the Dustbin of History

The history of the online world can 
be a big topic with lots of open-ended 
questions from data formats, to the envi-
ronments needed to emulate software, 
to metadata. In fact, it can grow into a 
whole career, as it has for me since 1995. 

But for this first IETF effort we 
wanted to focus on what is most urgent, 
and also happens to be very concrete: 
helping save materials that will oth-
erwise disappear. Other issues around 
networking history can be worried 
about later. This one can’t. 

Our draft charter (http://www.ietf.
org/proceedings/86/slides/slides-86-
history-0.txt) proposes creating direc-
tories to help match at-risk net historical 
materials around the world with the  
institutions that may preserve them. It 
sounds simple, and it is. But many of 
the people holding important items—
documents, software, objects, and 
more—have no idea that they are of 
historical interest, or what kinds of  
institutions might accept them. Some 

Writing in the Sand? The Networking 
History BoF and Mailing List  
By Marc Weber

Recently, a Swiss journalist contacted us at the Computer History Museum 
(CHM) seeking records of the start of the Austrian .AT domain in the 1980s. 

I asked Elizabeth “Jake” Feinler, an Internet pioneer and ISOC Hall of Famer  
who gave the Museum records from the NIC (Network Information Center) that 
she ran for nearly 20 years. Jake is a core advisor to our Internet History Program. 

Morse telegraph equipment. Much of what  
we know about the technical origins of the 
first wired world comes from records of patent 
disputes. 

Networking History Birds of a Feather, IETF 86, 
Orlando, Florida

What if you held a revolution 
that changed all the ways 
we share and transport 
information—from books to 
news to personal messages—
and nobody remembered quite 
how it started? That’s the risk 
we’re facing now.
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of those materials could be moldering 
in your basement or garage, or in the 
backup tapes for your company server. 

Why the IETF and ISOC? As Jake 
Feinler said, adapting Willie Sutton’s 
purported explanation about why he 
robbed banks, “That’s where the history 
is.” Precisely because this is the IETF, 
a lot of historically important work has 
been done by participants or by key 
people and organizations they are con-
nected with around the world. This 
makes it an ideal central point from 
which to connect with a wide variety 
of historic materials and local archiving  
institutions. 

But where standards bodies and pro-
fessional associations from the W3C 
(World Wide Web Consortium) to the 
IEEE (Institute of Electrical and Elec-
tronics Engineers) to the ACM (Asso-
ciation for Computing Machinery) 
and IFIP (International Federation for  
Information Processing) all have explicit 
history efforts of one sort or another, the 
IETF and ISOC have had none—with 
one important exception. The IETF 
process for archiving RFCs is a unique 
example of how an organization can 
make use of its own past work. Yet this 
process is restricted to a sharply defined 
subset of materials, most notably the 
RFCs themselves and attendance lists 
(blue sheets). Beyond that, preservation 
can be hit or miss. 

The other goal in our draft charter is 
to try and expand the kind of real-time 

collection of historical material repre-
sented by the RFC process, in which 
things get archived as they are produced 
rather than years after the fact (if at 
all). We hope to expand such real-time  
archiving both within the IETF, where 
we have a proposal out for doing just 
that, as well as to help define good 
practices for organizations to do so in 
general. This is another place the unique 
standards and technical expertise of  
the IETF can help. An example is 
Danny Cohen’s influential RFC 1357  
on archival metadata for sharing 
between universities, which was  
repackaged as RFC 1807. 

*     *     *

We drew nearly 200 people to a 
session we hoped might attract 75, 
helped by curiosity about such an 
unusual topic for the IETF. Jake Feinler 
opened the event, and I followed with a 
presentation on the overall problem and 
various solutions. Dave Crocker then 
led a brainstorming session on methods 
to identify materials and repositories. 

We had brief presentations by  
institutions doing networking history 
work in different locations, including 
China, Spain, University of California, 
Los Angeles (UCLA), and my own  
Internet History Program at CHM in 
Silicon Valley. We ended with what 
was supposed to be a discussion of the 
charter, but became an extended Q&A 
session. A lot of questions were simply: 
what can I do with my stuff?

Closing the Loop 

If you’re reading this, you are very likely 
engaged in building things: standards, 
software, machines, or other parts of 

what makes the online world go. That 
takes a huge amount of time, effort, and 
money. But once that work has served its 
immediate goal, where does it go? You 
may be writing poetry in the sand. 

Creation and preservation can be 
massively asynchronous. To preserve 
something usually takes a tiny fraction 
of the effort it took to make it. Yet we 
so often miss that small, final step; 
perhaps because there’s no deadline to 
get pressured for, or it’s dull, or we’re not 
sure how to go about it, or preservation 
is someone else’s job. 

That is why we need standards for this 
end of the life cycle as well. Defining 
good practices doesn’t need to only be 
about creation, but can include ensuring 
our hard-won knowledge gets filed away 
for the benefit of future pioneers. 

What we hope to assemble with 
help from participants is a directory of 
local institutions around the world that  
permanently preserve different kinds 
of materials, whether software, or 
hardware, or papers, or video, etc. So 
when you wonder what to do with that 
box of old project papers in a storage 
closet, or a project shuts down, or a Web 
site is about to be refreshed, you’ll at 
least have a starting point. 

A handful of the repositories listed 
will have networking history as an  
explicit part of their charter, like the  
Internet Archive or the Internet History 
Program at CHM. Others may be 
oriented toward tech history in general, 
like the London Science Museum. 

Louis Pouzin’s early 1970s CYCLADES network 
helped develop internetworking. Today, little 
survives. 

Continued on next page 

The other goal in our draft charter is to try and expand the kind of 
real-time collection of historical material represented by the RFC 
process, in which things get archived as they are produced rather 
than years after the fact (if at all). 
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But the biggest group of all—and the 
only game in town over much of the 
world—will be institutions with no tie 
to tech history, but who are interested 
in specific networking materials because 
of their geography or the stories they 
are a part of. For instance, a university 
library might archive the materials of 
a networking pioneer because he or 
she is faculty. Other examples include  
government archives, local museums, 
and so on. 

The main criteria for all the archiving 
institutions is that they be stable, with 
adequate funding and credible, long-
term preservation programs. We’ve 
defined a starting set of metadata for 
collecting this kind of information. 

On the other side of the equation, we  
plan to use the nethistory@ietf.org  
mailing list as one starting point for 
gathering information about at-risk  
materials. These can be in the hands  
of individuals, small collectors, or  
corporations. 

Some at-risk materials are those held 
by unstable repositories, like under- 

Front panel of an ARPANET IMP made by BBN; the company later pioneered routers. The archives 
for its many decades of subsequent work are mostly gone, including nearly all the software. 

Writing in the Sand? The Networking History BoF and Mailing List, continued

Model of the “van where the Internet was born,” 
the SRI Packet Radio research van used to test 
Internet Protocols in 1976 and 1977. It was also 
a birthplace of modern mobile wireless data 
and voice over IP. The real van is in the CHM 
collection. 

There are many, many 
cautionary tales—huge 
collections sold on eBay by 
unpaid landlords, painstakingly  
developed Web sites switched 
off by heirs, failed museums 
infested with rats and mold.

funded museums. In fact, we already  
encourage small collectors and museums  
to come up with an archiving backup 
plan, to make sure their materials end 
up somewhere stable no matter what. 
There are many, many cautionary 
tales—huge collections sold on eBay 
by unpaid landlords, painstakingly  
developed Web sites switched off by 
heirs, failed museums infested with rats 
and mold. 

Why It Matters

People readily see the history of books 
and printing as crucial to understanding 
the Enlightenment, the rise of science, 
and much of what made our world. 

But the origins of online knowledge 
get pigeonholed as something niche and 
off to the side—sometimes even by the 
people whose work makes it possible. 

Other fields build on their pasts—
from science, to literature, to mechanical 
engineering, to fashion. Computing, so 
far, has been remarkably a-historical. 
New computer science Ph.D.s often 
graduate blithely ignorant of even the 
greatest pioneers of their chosen pro-
fession. Yet this perpetual sense of  
immaculate conception may come under 
pressure as the field matures. 

For instance, you can justly blame the 
current plague of patent infringement 
cases on the sloppiness of the U.S. 
Patent Office or on the patent trolls. But 
if engineers were better versed in what 
had been done before, fewer of them 
might be wasting effort reinventing the 
wheel in the first place. 

For a standards-creating organization 
like the IETF, having absolutely clear 
archives of when things were decided 
and under what rules is good practice 
in terms of liability. It also helps reduce 
the inevitable murk around claims and 
counter claims for innovations. 

Next Steps

We’re just beginning conversations 
about what form networking history 
might eventually take within the IETF 
and ISOC. The new mailing list (net-
history@ietf.org) has been active since 
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the BoF, and we’ve continued our col-
laboration with Brad Fidler at UCLA, 
who has brought in some talented 
students to work on ways of bringing  
together historical materials with the  
archives that might save them. One, 
Jacob Ferrari, has investigated tools for 
collecting information on both reposi-
tories and at-risk materials, and began 
inventorying the holdings at UCLA. 

We’ve formed initial ties with the 
IT History Society, which maintains 
central lists of all kinds from historical 
Websites to past software projects. 
They’ve agreed to create a version of 
their existing database of IT history  
organizations around the world for the 
needs of this group. 

In the West and in some Asian 
countries, there are a number of science 

and technology museums and similar 
institutions you might offer historical 
materials to as a starting point. But in 
much of the rest of the world, it’s not 
so simple. For instance in East Africa, 
which has become a global center for 
innovation in mobile phone appli-
cations, there is no obvious institution 
set up to preserve that history. The 
same is true of South America, which 
has done pioneering work over several  
generations of computing. This is where 
local knowledge and contacts can be  
essential. 

One of the networking history efforts 
we invited to present at the end of the 
BoF was the Asia Internet History 
Projects (http://internethistory.asia/), 
run by Kilnam Chong. They are in the 
process of setting up a point person 
in each major country or region, to 
address its particular online history. 
BoF instigator Jake Feinler has sent 
a draft proposal to the mailing list for 
how we might form a similar network 
of contacts to assist in our goals of 
matching materials with repositories. 
We already have our first regional point 
person in Federico Novak of Argentina, 
who is another student working with us 
through UCLA. 

Besides the IETF itself, both the IT 
History Society and the IFIP History 

Screenshot from Tim Berners-Lee’s 1980 Enquire hypertext program, a precursor to his invention  
of the Web. A smudged copy of the source code is all that survives. 

of Computing Working Group will 
be helpful in identifying and reaching 
partners in different regions. 

Getting Involved

You can find the draft charter and the 
slides we presented at  http://www.ietf.
org/proceedings/86/history.html. The 
Agenda is at https://datatracker.ietf.org/
meeting/86/agenda/history/.

Please join the Networking History 
mailing list, and invite anybody else you 
think would be interested (https://www.
ietf.org/mailman/listinfo/nethistory/). 
We’ll send the proposal for expanding 
a formal archiving function within the 
IETF to the mailing list. You can find 
the proposal for expanding a formal  
archiving function within the IETF at 
http://bit.ly/12SABu1.

We’re seeking volunteers from the 
IETF and beyond to help us identify  
repositories and at-risk materials, as 
well as to potentially work on archiving  
materials within the IETF itself. If you 
can help, please write to Jake, Dave, or 
myself at the below addresses. 

•	 Marc Weber, chair  
marc@webhistory.org

•	 Jake Feinler, instigator 
feinler@earthlink.net 

•	 Dave Crocker, advisor 
dcrocker@bbiw.net

About the Author 

Marc Weber is founder and curator of 
the Internet History Program (http://
www.computerhistory.org/nethistory) 
at the Computer History Museum in  
Silicon Valley. He developed the Web,  
Networking, and Mobile galleries of the  
Museum’s permanent exhibition. He  
pioneered Web history as a topic start-
ing in 1995 with crucial help from the  
Web’s main inventor, Sir Tim Berners- 
Lee, and early colleagues. Weber co-
founded two of the first organizations 
in the field. He consults on the history 
of the online world to companies, 
museums, the media, universities, and 
patent firms. 

[I]n East Africa, which has 
become a global center for 
innovation in mobile phone 
applications, there is no obvious  
institution set up to preserve 
that history. The same is true of 
South America, which has done 
pioneering work over several 
generations of computing.
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IRTF Update   
By Lars Eggert

During IETF 86 in Orlando, Florida, U.S.A., six chartered 
Internet Research Task Force (IRTF) research groups (RGs) 

held meetings:

•	 Information-centric Networking (ICNRG)

•	 Internet Congestion Control (ICCRG)

•	 Network Complexity (NCRG)

•	 Network Management (NMRG)

•	 Software-defined Networking (SDNRG)

•	 Crypto Forum (CFRG)

In addition, a new, proposed research group on network coding held an initial side meeting. The discussion 
was very positive, and the proponents plan a second discussion during IETF 87 in Berlin, Germany, in July.

Since IETF 85, ten RFCs were published on the IRTF RFC Stream. This is a record number for the IRTF, 
and is mostly due to the Routing RG publishing nine RFCs that document the Identifier/Locator Network 
Protocol (ILNP). The Peer-to-Peer RG also published their final RFC before officially closing down.

In addition, the Anti-Spam RG closed down, and the Scalable Active Multicast 
RG is winding down its efforts and will close after publishing their final RFCs.

Gonca Gürsun, the first Applied Networking Research Prize (ANRP) winner  
of 2013, presented her research—metrics that enable an analysis of Border 
Gateway Protocol routing policies—at the IRTF Open Meeting (see page 22). 
The other three ANRP winners of 2013 will present at IETF 87 and IETF 88.

The ANRP’s 2014 nomination cycle likely will start sometime around IETF 
87. See http://irtf.org/anrp for details of the 2014 call for nominations and  
information about past winners.

Please join the IRTF discussion list to stay informed about these and other  
happenings. The website is http://www.irtf.org/mailman/listinfo/irtf-discuss. Gonca Gürsun, the first Applied Networking  

Research Prize winner of 2013
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Growing Interest in Revisiting AQM Recommendations
By Mat Ford

Back in the last millennium, the IETF published an  
informational document (RFC 2309) that provides two 

important recommendations concerning measures to improve 
and preserve Internet performance. The first of these recom-
mendations concerned the need for active queue management 
(AQM) to both reduce the number of dropped packets and 
provide better service for low-delay, interactive flows. The  
primary goal of AQM algorithms is to enable network  

operators to simultaneously achieve high throughput and low  
average delay by detecting incipient congestion. Random  
Early Detection (RED) was identified as an appropriate AQM 
algorithm to provide these benefits. The second recommenda-
tion in the document concerned the need to continue efforts 
to deal with flows that are unresponsive to congestion signals.

In the many years since this advice was published, the  
Internet has grown and diversified considerably, but the need 
to provide a way to balance the demands of throughput- 
maximising flows with those of latency-sensitive, real-
time application flows has not diminished. Unfortunately, 
RED has not seen widespread adoption among the network  
operator community for a variety of reasons, including config-
uration complexity. As more and more real-time, interactive 
applications are deployed, the need keeps growing for better 
algorithms in routers to manage the queues that are a feature 
of packet networks.

The combination of work on real-time communications 
tools (e.g., WebRTC) that will bring real-time audio and 
video communication to browsers with the realization that 
many of the buffers in networking equipment are both overly 
large and completely unmanaged has resulted in renewed  
interest in providing recommendations to the Internet  
community on the topic of AQM. Almost simultaneously, 

new AQM algorithms have emerged that promise dramat-
ically improved performance for interactive applications in the 
presence of competing, throughput-maximising flows. These 
algorithms trade a small amount of bandwidth for significant 
latency improvements, and offer the promise of little or no 
configuration for the operator.

During the Transport Services Area (tsvarea) open meeting 
in Orlando, the Area Directors led a discussion of whether 
it was time to charter new work on AQM in the IETF 
(http://www.ietf.org/proceedings/86/minutes/minutes-86-
tsvarea). There was strong support for initiating work on 
the topic in the IETF, working on documenting new AQM  
algorithms, developing informational documents, and working 
with other areas to understand where similar issues arise. 
Work is already underway to revise RFC 2309 in light of the  
experience and developments of the intervening years since 
its initial publication, and a new mailing list for discussion of 
AQM developments has been formed (https://www.ietf.org/
mailman/listinfo/aqm). A BoF proposal has been submitted 
for the IETF 87 meeting in Berlin, where the discussion  
will continue and where a more detailed work plan will be  
developed.

Widespread deployment of configuration-free AQM holds 
the promise of an Internet where it is the exception, rather 
than the rule, that real-time and interactive applications, 
such as voice and video communications tools, suffer in  
the presence of throughput-maximising file transfers and 
other bandwidth-intensive flows. This would be a significant 
step forward—IETF work in this area deserves our close  
attention. 

In the many years since this advice was 
published, the Internet has grown and diversified 
considerably, but the need to provide a way to 
balance the demands of throughput-maximising 
flows with those of latency-sensitive, real-time 
application flows has not diminished.

Widespread deployment of configuration- 
free AQM holds the promise of an Internet 
where it is the exception, rather than the rule, 
that real-time and interactive applications,  
such as voice and video communications  
tools, suffer in the presence of throughput-
maximising file transfers and other bandwidth-
intensive flows. 
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Routing State Distance
A New Metric for Understanding Internet Routing
By Mat Ford

The Internet Research Task Force (IRTF) has been 
host to some of the most interesting talks offered at 

recent IETF meetings thanks to the presentations given by  
winners of the Applied Networking Research Prize (ANRP). 
At the IETF 86 meeting in Orlando, Florida, Gonca Gürsun, 
a Ph.D. student from Boston University and the most recent 
recipient of the ANRP, discussed a new metric for analysing 
the structure of Internet routing.

The Routing State Distance (RSD) metric is a tool for  
analysing BGP routing policies and can also be used for  
visualising networks and routes, detecting patterns in routing 
behaviour, and providing new insights about the routing 
fabric of the Internet. RSD is roughly a measure of the  
similarity or dissimilarity of routes to a given destination 
network (for a full explanation, see the paper for which 
Gürsun won her award, Routing State Distance: A Path-based 
Metric for Network Analysis1). This new way of looking at the  
Internet enables us to see some interesting patterns.

Using 48-million routing paths collected from Routeviews 
and Réseaux IP Européens (RIPE) Routing Information 
Service (RIS) projects with more than 359 Internet vantage 
points, Gürsun and her collaborators set out to understand 
what RSD could reveal about the structure of Internet routing, 
and the early results are fascinating.

RSD visualisation reveals clusters of networks that make 
similar routing decisions. The two very distinct clusters in 
figure 1 illustrate the effect of Hurricane Electric’s very open 
peering policy. Sources always route through Hurricane 

Applied Networking Research Prize presentation by Gonca Gürsun

Figure 1. RSD visualisation reveals clusters of networks that make similar 
routing decisions.

Electric if the option exists. This is a macroscale cluster arising 
from the peering policy of a single operator and it is visible in 
any random sample from the dataset—a true Internet-wide 
phenomenon! Gürsun’s research also reveals smaller clusters 
that seem to be driven more by geopolitical concerns and the 
affinities of operators from specific countries.

RSD is an original and very interesting way to look at the 
Internet’s routing structure. Promising future directions for 
her research include going beyond visualisation to detecting 
routing instabilities and anomalies. Code, data, and more  
information are available at http://csr.bu.edu/rsd. Gürsun’s 
slides can be found at http://www.ietf.org/proceedings/86/
slides/slides-86-irtfopen-1.pdf. 

ANRP prizes will be awarded at the two remaining IETF 
meetings this year. The call for nominations for the 2014 
award cycle is open until 30 November 2013; nominations 
can be submitted online at http://irtf.org/anrp/2014/. 
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Don’t delay! The nomination period closes 30 November 2013.  

2014 ANRP Nominations Are Open!
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IETF Ornithology: Recent Sightings
Compiled by Mat Ford

Getting new work started in the IETF usually requires a birds-of-a-feather (BoF) meeting to discuss goals 
for the work, the suitability of the IETF as a venue for pursuing the work, and the level of interest in and 

support for the work. In this article, we’ll review the BoFs that took place during IETF 86, including their 
intentions and outcomes. If you’re inspired to arrange a BoF meeting, please be sure to read RFC 5434: Con-
siderations for Having a Successful Birds-of-a-Feather (BoF) Session.

Aggregated Service Discovery (aggsrv)

Description: Service providers and enterprises commonly offer a variety of application services delivered over 
multiple protocols. A user will often consume these services from several endpoints, requiring service discovery 
or manual configuration for each service at each endpoint. Some of these services leverage existing standards-
based discovery, such as DNS, DHCP, or UDDI, while others rely on some form of proprietary discovery. 
Still others do not support any form of discovery, requiring the manual entry of service access information. As 
the quantity and variety of these services grows, it becomes increasingly onerous for administrators to manage 
the disparate discovery mechanisms, and increasingly burdensome on users to provide configuration where  
discovery is not supported. This BoF meeting discussed forming a working group to standardise a simplified 
and efficient means for aggregated service discovery.

Proceedings: http://www.ietf.org/proceedings/86/minutes/minutes-86-aggsrv

Outcome: This was a very productive meeting that helped the group better understand the problem they 
thought they were trying to address. Work will continue to draft a charter for a WG based on the discussion in 
Orlando with a view towards getting a working group formed prior to the next meeting in Berlin.

Javascript Object Notation (json)

Description: Javascript Object Notation (JSON) is a lightweight, text-based, language-independent, data- 
interchange format. It was derived from the ECMAScript Programming Language Standard and was  
published in RFC 4627, an Informational document. JSON has come into very broad use, often instead of or in 
addition to XML. This BoF meeting discussed forming a working group to move the JSON specification (RFC 
4627) to Standards Track and to handle other JSON-related work in progress.

Proceedings: http://www.ietf.org/proceedings/86/minutes/minutes-86-json

Outcome: This was a very good meeting, and is likely to result in a 
chartered working group in the very near future.

Northern Cardinal 
(Cardinalis cardinalis)

As the quantity and variety of these services grows, it becomes increasingly onerous 
for administrators to manage the disparate discovery mechanisms, and increasingly 
burdensome on users to provide configuration where discovery is not supported.
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History of the Internet (history)

Description: Computer networking, including the Internet, the 
Web, and mobile technology, is one of the most profound and exciting 

technologies of our time. It has affected the lives of billions of people, 
and its use continues to expand around the globe. It is important 

to record how such a thing came about, what it is, who  
developed it, how it spread, how it is used, and its impact 
on society—in short, its history. The online world is 
now so vast that recording what has happened in it and 
why is no small task. Many agree that the task could 
use collaboration and coordination. This BoF meeting  

discussed whether a working group should be formed to 
address how best to preserve the history of networking.

Proceedings: http://www.ietf.org/proceedings/86/
minutes/minutes-86-history

Outcome: An interesting discussion took place,  
although it remains unclear what the charter for this kind 

of working group would actually look like. This may remain 
an occasional parallel activity. A research group in the IRTF has also 
been proposed to address this topic.

IPRbis (iprbis)

Description: Experience shows that BCP 79 needs a few updates. A draft is available with the proposed 
updates, and this BoF meeting provided the community with an opportunity to discuss the proposed changes. 
It was not intended to form a WG.

Proceedings: http://www.ietf.org/proceedings/86/minutes/minutes-86-iprbis

Outcome: A good discussion was had and the sense of the room was taken on multiple topics to get good 
community feedback on some of the more contentious or difficult issues with regard to revising the intellectual 
property rights (IPR) policy for IETF.

Large-Scale Measurement of Broadband Performance (lmap)

Description: Measuring broadband service on a large scale is important for network diagnostics by providers 
and users, as well for public policy. The large-scale measurement efforts that exist today often use proprietary, 
custom-designed mechanisms to coordinate the measurement agents on user networks, the communications 
between measurement agents and measurement controllers, and the uploading of results to measurement  
collectors. Standardizing these mechanisms would make it possible to build interoperable measurement  
capabilities, both active and passive, into home and enterprise edge routers, personal computers, mobile 
devices, and other edge devices that are offered and controlled by disparate entities across residential and small- 
enterprise networks, whether wired or wireless. Standards would help these capabilities become more pervasive, 
manageable, and directly comparable.

The online world is now so vast that recording what has happened in it and why is  
no small task. Many agree that the task could use collaboration and coordination.  
This BoF meeting discussed whether a working group should be formed to address 
how best to preserve the history of networking.

IETF Ornithology: Recent Sightings, continued

Osprey 
(Pandion haliaetus)



The key to escaping this rut is security automation to collect, verify, and update system 
configurations with the ability to prioritize risk based on timely information about threats. 
This BoF meeting discussed whether to form a working group to develop security 
automation protocols and data format standards in support of information  
security processes and practices.

IETF Journal • July 2013 • Volume 8, Issue 3IETF 85

Grey Heron 
(Ardea cinerea)

This working-group forming BoF meeting discussed the questions of whether the scope of the proposed 
working group was clear and whether there was sufficient interest in doing the work from the community.

Proceedings: http://www.ietf.org/proceedings/86/minutes/minutes-86-lmap

Outcome: It was a very good meeting demonstrating strong community interest in the problem space under 
discussion. A high level of operator input to the discussion offered an encouraging sign. A few scope-related 
clarification questions were outstanding at the conclusion of the meeting; it is likely that a charter will be sent 
to the IESG for approval once those have been resolved.

Security Automation and Continuous Monitoring 
(sacm)

Description: Securing information and the  
systems that store, process, and transmit that  
information is a challenging task for organizations  
of all sizes. Many security practitioners spend most of their  
time on manual processes that relegate those systems to  
ineffectiveness. The key to escaping this rut is security auto- 
mation to collect, verify, and update system configurations with  
the ability to prioritize risk based on timely information about  
threats. This BoF meeting discussed whether to form a working 
group to develop security automation protocols and data format 
standards in support of information security processes and practices.

Proceedings: http://www.ietf.org/proceedings/86/minutes/
minutes-86-sacm

Outcome: This was a more focussed discussion than was had during 
the first BoF meeting on this topic. There is clearly interest from  
the community on working on this topic, although there is still further 
work to be done to clearly articulate the scope of any potential working 
group.  
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Registered attendees: 1071

Newcomers: 182

Number of countries: 51

IETF Activity since IETF 85 
(1 Nov 2012–28 Feb 2013) 

New WGs: 3

WGs closed: 13

WG currently chartered: 105

New or revised Internet-Drafts (I-Ds): 1700

IETF Last Calls: 71

Internet-Drafts approved for publication: 96

RFCs published: 116

•	 98 IETF (83 WG, 15 Individual/AD Sponsored),  
1 IAB, 12 IRTF, 5 Independent  

IANA Activity since IETF 85  
(1 Nov 2012–28 Feb 2013)

Processed 1275+ IETF-related requests, including:

•	 Reviewed 107 I-Ds in Last Call and reviewed  
81 I-Ds in Evaluation

•	 Reviewed 97 I-Ds prior to becoming RFCs,  
60 of the 97 contained actions for IANA

SLA Performace

•	 Processing goal average for IETF-related  
requests: 98%

•	 Currently drafting the 2013 SLA

Projects and Deliverables

•	 Phase 2 of integration of tools beginning testing

•	 XMLization of registries 98% complete 

IANA and DNSSec

•	 101 TLDs have a full chain of trust in the root,  
see http://stats.research.icann.org/dns/tld_report/

•	 Ceremony 12 was executed successfully 12 Feb 2013

•	 Ceremony 13 is planned for 2 May 2013

RFC Editor Activity since IETF 85  
(1 Nov 2012–28 Feb 2013)

Published RFCs: 122

•	 62 Standards Track, 4 BCP, 21 Experimental,  
34 Informational 

New search page at http:www.rfc-editor.org/search/rfc_
search.php, updates based on community feedback

Datatracker extensions (RFC 6359): two phases

•	 1. RFC Editor – Datatracker (complete) 

•	 2. Datatracker – RFC Editor (for IETF 87)

Beta testing XML2RFRC v2 posting to issue tracker

IETF 86 At–A–Glance
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IETF Meeting Calendar

Special thanks to

for hosting IETF 86

For more information about past and upcoming 

IETF Meetings 
http://www.ietf.org/meeting/

IETF 87
 28 July–2 August 2013
 Major Sponsors: DENIC, EurID
 Location: Berlin, Germany

IETF 88
 3–8 November 2013
 Host: TBD
 Location: Vancouver, BC, CA

IETF 89
 2–7 March 2014
 Host: TBD
 Location: London, England

IETF 90
 20–25 July 2014
 Host: TBD
 Location: Toronto, ON, Canada

The Internet Society Fellowship to the IETF, as part of the Internet Society 
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Platinum Programme supporters of the Internet Society
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